Windows Authentication Issue

= Problem

Unable to do Windows Authentication while accessing the Application.

‘}’ Solution

Below is the configuration setting on the Server related to Windows Authentication.
-

Sactione SystemusehServer/securityfauthentication/windowsAuthentication = From: ApplicationHest. cenlig <location path="LAT-WFE-

4 Deepest Pathe MACHINEAWEBROOT/APPHOST/UAT-WFE-SGP

Toe
authPersistingleRequest False
enshled False

i extendedProtection
providers (Count=2)
useApgPociCredentals Falsie
uiekarnalMode Trse

authPersistNo Optional Boolean attribute,
nNTLM

Specifies whether 115 automatically reauthenticates every non-NTLM (for example,
Kerberos) request, even those on the same connection. False enables multiple
authentications for the same connections.

MNote: A setting of true means that the client will be authenticated only once on the
same connection. 115 will cache a token or ticket on the server for a TCP session that
stays established.

The default is false.

authPersistsi Optional Boolean attribute,

ngleRequest
Setting this flag to true specifies that authentication persists only for a single request on
a connection. 115 resets the authentication at the end of each request, and forces
reauthentication on the next request of the session.

The default value is false.

Configuration on the APV was not compatible with above mentioned Settings on the Application and due to this Users were not able to do
Authentication or not able to access the application properly.

With Default configuration on APV: i.e. having “HTTP Authsplice on <Virtual Service>" CLI, Server was authenticating the Users, however,
subsequent request after the Login were being forwarded to same server and this was creating an issue.

Because, for all the initial requests, Server was Responding with HTTP Response “401 unauthorized” and due to this, APV thinks that, all the
requests from the Client may require Authentication and will be forwarded to same server without going into SLB lookup (Checking the Policies or
Group Methods) Process.

Due to this, users were not able to access the Subsequent requests post login or Authentication.
Hence In order to fix this, we were supposed to disable the “http authsplice off <virtual Service>".

However, Post making this, users were not able to login into application as “APV was using different TCP connections” to forward the
Authentication requests (Request, NTLMSSP-Negotiate, NTLMSSP-Auth) to Servers and Server was unable to Authenticate it.



But in the case of “http authsplice on <virtual Service>", APV was using single TCP connection to complete all the Authentication requests
(Request, NTLMSSP-Negotiate, NTLMSSP-Auth). To fix this we have disabled the “Connection Reuse” on the Real Server.

Final configuration on APV to make it compatible with Application access and Windows Authentication is,

® Keeping HTTP AuthSplice to off on Virtual Service
* Disabling Connection Reuse on Real Servers.

Command to disable Authsplice
http authsplice {on|off} <virtual_service>

Command to disable Connection Reuse on Real Server

http serverconnreuse real <real_service> off

Below is the screenshot when Connection Reuse is off on RS and AuthSplice off on VS.
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[ [http.x_forwarded_for == "172,17.0.204" [X] ~ | Expression.
Destination Protocol Length Time = X-Forwarded-For 802.1 Source Pc Destination Porl Stream Info

# 10.10.12.129 HTTP B85 129.126.162.82,172.17.0.284 47621 3@ 25 GET / HTTP/1.1

A 10.19.12.129 HTTP 894 129.126.162.82,172.17.9.284 47681 80 25 GET / HTTP/1.1 , NTLMSSP_NEGOTIATE

# 10.10.12.129 HTTP 11@2 129.126.162.82,172.17.0.284 47621 3@ 25 GET / HTTP/1.1 , NTLMSSP_AUTH, User: DIRECTASIA\jeng

A 10.10.12.129 HTTP 863 129.126.162.82,172.17.9.284 47081 80 25 GET / HTTP/1.1

# 10.18.12.129 HTTP 946 129.126.162.82,172.17.8.284 47681 8@ 25 GET / HTTP/1.1 , NTLMSSP_NEGOTIATE

# 10.10.12.129 HTTP 1146 129.126.162.82,172.17.8.284 47081 8@ 25 GET / HTTP/1.1 , NTLMSSP AUTH, User: \UAT testuser

# 10.18.12.129 HTTP 757 129.126.162.82,172.17.8.284 47681 8@ 25 GET /ruxitagentjs ICA27SWfgrux 18185286219132536.js HTTP/1.1

# 10.10.12.129 HTTP 988 129.126.162.82,172.17.0.284 47681 8@ 25 GET /assets/fonts/Montserrat/Montserrat-Regular.ttf HTTP/1.1

f# 10.18.12.129 HTTP 1871 129.126.162.82,172.17.8.284 47681 88 25 GET /assets/fonts/Montserrat/Montserrat-Regular.ttf HTTP/1.1 , NTLMSSP_NEGOTIATE

# 10.10.12.129 HTTP 1271 129.126.162.82,172.17.0.284 47681 8@ 25 GET /assets/fonts/Montserrat/Montserrat-Regular.ttf HTTP/1.1 , NTLMSSP_AUTH, User: \UAT te..

f# 18.19.12.129 HTTP 938 129.126.162.82,172.17.8.284 47681 88 assets/1mage/directasl, ns.png HTTR/L.T

# 10.10.12.129 HTTP 1e21 129.126.162.82,172.17.0.284 47621 3@ 25 GET /assets/image/directasia-ins.png HTTP/1.1 , NTLMSSP_NEGOTIATE

f# 19.19.12.129 HTTP 1221 129.126.162.82,172.17.0.284 47681 8@ 25 GET fassatsfimaga/’directasia-ins.png HTTP/1.1 , NTLMSSP AUTH, User: \UAT testuser

# 10.10.12.129 HTTP 1186 129.126.162.82,172.17.8.284 47501 3@ 25 GET /app/ui/js/marketingtracking/qualarco/common.qualaroo.himl HTTP/1.1

A 10.18.12.129 HTTP 1269 129.126.162.82,172.17.8.2084 47601 8@ 25 GET /app/ui/js/marketingtracking/qualarco/common.qualaroo.html HTTP/1.1 , NTLMSSP_NEGOTIATE

# 10.10.12.129 HTTP 1472 129.126.162.82,172.17.8.284 47601 3@ 25 GET /app/ui/js/marketingtracking/qualarco/common.qualaroo.html HTTP/1.1 , NTLMSSP_AUTH, Us..

4 10.18.12.129 HTTP 1883 129.126.162.82,172.17.8.204 47601 8@ 25 GET /assets/image/svg-icons/ico_policyholder_reverse.swg HTTP/1.1

# 10.18.12.129 HTTP 1166 129.126.162.82,172.17.8.284 47681 8@ 25 GET /assets/image/svg-icons/ico policyholder reverse.swg HTTP/1.1 , NTLMSSP_NEGOTIATE

# 10.18.12.129 HTTP 1386 129.126.162.82,172.17.8.204 47601 8@ 25 GET /assets/image/svg-icons/ico_policyholder_reverse.svg HTTP/1.1 , NTLMSSP_AUTH, User: \U..

f# 10.18.12.129 HTTP 1864 129.126.162.82,172.17.8.284 47681 88 25 GET /assets/image/svg-icons/Email.svg HTTP/1.1

# 10.10.12.129 HTTP 1147 129.126.162.82,172.17.0.284 47681 8@ 25 GET /assets/image/svg-icons/Email.svg HTTP/1.1 , NTLMSSP_NEGOTIATE

f# 18.19.12.129 HTTP 1347 129.126.162.82,172.17.8.284 47681 88 25 GET /assets/image/svg-icons/Email.svg HTTP/1.1 , NTLMSSP AUTH, User: \UAT testuser

# 10.10.12.129 HTTP 761 129.126.162.82,172.17.0.284 24372 3@ 7 GET /assets/css/bundle.min.css?v=20192788 HTTP/1.1

A 10.19.12.129 HTTP 844 129.126.162.82,172.17.9.284 24372 B@ 7 GET /assets/css/bundle.min.css?v=2@192788 HTTP/1.1 , NTLMSSP_NEGOTIATE

# 10.10.12.129 HTTP le44 129.126.162.82,172.17.0.284 24372 3@ 7 GET /fassets/css/bundle.min.css?v=20192708 HTTP/1.1 NTLMSSP AUTH, User: WUAT testuser

Below is the screenshot when Connection Reuse is ON on RS and AuthSplice off on VS.
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[ [http.x_forwarded_for == *10.20.30.235" [X] ~| Expression
Source Destination Protocol Length Time: X-Forwarded-For 802.1 Source Pc Destination Pori Strea Info
172.17.1.264 10.18.12.129 HTTP 553 10.28.38.235 1598@ 88 44 GET HTTP/1.1
172.17.1.264 18.18.12.129 HTTP 762 10.28.308.235 15988 B8 44 GET / HTTP/1.1 , NTLMSSP_NEGOTIATE
172.17.1.284 16.16.12.129 HTTP a7e 10.28.38.235 15988 88 44 GET / HTTP/1.1 , NTLMSSP_AUTH, User: DIRECTASIA\jeng
172.17.1.264 10.18.12.129 HTTP 765 10.28.38.235 1598@ 88 44 GET / HTTP/1.1
172.17.1.264 18.18.12.129 HTTP 788 10.28.308.235 15988 B8 44 GET / HTTP/1.1 , NTLMSSP_NEGOTIATE
172.17.1.284 16.16.12.129 HTTP 988 10.28.38.235 15988 88 44 GET / HTTP/1.1 , NTLMSSP AUTH, User: \UAT testuser
172.17.1.264 10.18.12.129 HTTP 614 10.28.38.235 1598@ 88 44 GET /fruwxitagentjs_ICA275Vfqrux_1@185288219132536.3s5 HTTP/1.1
172.17.1.264 18.18.12.129 HTTP 581 10.28.308.235 15988 B8 44 GET fassets/lib.is HTTP/1.1
172.17.1.284 16.16.12.129 HTTP 619 10.28.38.235 36515 88 Jassets/css/bundle.min.css?v=26192768 HWP/’LH
172.17.1.264 10.18.12.129 HTTP 595 10.28.38.235 36517 88 assets/contig/contig.min.Jjs HTTP/1.1
172.17.1.264 16.18.12.129 HTTP 848 10.28.38.235 36517 B8 Jfassets/config/config.min.js HTTP/1.1 , NTLMSSP_NEGOTIATE
172.17.1.264 16.16.12.129 HTTP 1872 10.28.38.235 36517 88 81 GET /assets/css/bundle.min.css?v=28192768 HTTP/1.1 , NTLMSSP_AUTH, User: \UAT testuser
172.17.1.264 10.18.12.129 HTTP 861 10.28.38.235 36517 88 81 GET /fassets/lib/marketingtracking/tabletop.js HTTP/1.1 , NTLMSSP_NEGOTIATE
172.17.1.284 10.16.12.129 HTTP 1861 10.28.30.235 36517 88 81 GET fassets/lib/marketingtracking/tabletop.js HTTP/1.1 , NTLMSSP AUTH, User: \UAT testuser
- 172.17.1.204 16.16.12.129 HTTP 848 16.26.30.235 36517 B@ 81 GET /assets/config/config.min.js HTTP/1.1 , NTLMSSP_NEGOTIATE
172.17.1.244 14.1A.12.129 HTTP R7? 1/.2A.30.235 3IR517 RA &1 GFT /fassets/rss/hundle.min.css2v=2RA1927AR HTTP/1.1 NTIMSSP NFGOTTATF
M| LB_Auth-Off.pcap -
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[I ‘ht‘b:l.request.un =="f ts/lib.js" and http.x_forwarded_for == "10.20.30.2357 m '] Exg
No. Time Source Destination Protocol  Length Time = X-Forwarded-For 802.1 Source Pc Destination Port Strear Info
797 86:39:0.. 172.17.1.204 18.10.12.129 HTTP 581 16.28.30.235 1598 3@ 44 GET /assets/1lib.is HTTP/1.1
1267 @6:39:0.. 172.17.1.264 10.18.12.129 HTTP 834 10.20.38.235 15988 8@ [B2 GET /assets/11b.3s HTTP/L1.1 , WILMSSP NEGOTIATE |
1263 @6:39:0.. 172.17.1.284 10.10.12.129 HTTP 1@42 16.28.30.235 159@8 88 82 GET /assets/lib.js HTTP/1.1 , NTLMS5SP AUTH, User: DIRECTASIA\jeng
i 945 06:39:0.. 172.17.1.284 10.10.12.129 HTTP 834 16.28.38.235 15918 &e@ 84 GET /assets/lib.Jjs HTTP/1.1 , NTLMS5P_NEGOTIATE
i 1862 B6:39 172.17.1.204 10.10.12.129 HTTP 1e34 18.28.308.235 15918 8@ 84 GET /assets/lib.js HTTP/1.1 , NTLMSSP_AUTH, User: \UAT_testuser

Below is the screenshot when Connection Reuse is ON on RS and AuthSplice ON on VS.



i - o

Fie £ Yew Go Copfue  Srabce  Setnbcs  Tdephony Wielns Toob  Help

Adm 28 (BB «»STFiSIEaaan

[ Tt x o for == 0,30 0205 EIE3 -] Espreasion.
tourer Ceatrason Protesdl Longh  Timer XformededPo  BI2) Sorcefe Den Sresnidex ks

B 173.17.1.384 E0.10.11.138 WETR 533 .39, 1. 105 WM = 35 GET f WITRFL.1

B 172 17.1.384 20.18.12.139 HETE a2 1. 26, B, 295 18188 B 35 GET F HTTP/1.1 , WTLMSSP_MEGOTTATE

Bo I7EAT.LLB84 E0.10.13.129  HETE e 1820, M, 25 16158 £ BE GET F HITRSL.1 , WTLMSSP AUTH, User! DIRECTASIA\jeng

b 17307128 E0.00.10,139  WETR s L, L 1S 161 B M GET f MITR/L.1

B 172.17.1.284 20.10.12.139 WETR ] 10,39, 3. 103 w1 = 35 OET f WTTRS1.1 , WTLMSSP_MWEOOTIATE

1720171584 20.18.12.130  HETE agE 18,26, M, 298 18188 B BE GET f HTTRS1.1 , WTLMASE AUTH, Wees: UAT testuies

b I7RA7.1.084 £0.10.13,130  HETR E14 1B, 20, M, 3OS 16158 B B GET Sracdlt 5 10185 MR HIRISIS. {3 HITR/L.L

k- 173071380 E0.16.1113  WETR 556 1.3, 09, 105 WM - M GET !um-:ﬂ'—riwtﬁ.trml.r‘.js WTTRSE,

B 3TR.1T.1 0o BO-LB.13.130  HETR [ ] 18.39. M, 1% 16198 B 38 0BT Sfansots/marketing. tracklng. ja HTTPFE.1 | NTLMESS MEGOTIATE

B ITEAT.LLB84 E0.16.13.130  HETE 18 1. 26, . 205 16188 B 5§ GET fasscts/marketisg.t L fs HTERZE.D , WELPESE User: WME meituser

bo I7EAT.1.D8 E0.10.13,138  HETR 257 T, L ENE 1615 B TE GET Jasseis/foatsinantserrat serrat-Reguisr, ol HITF/L.L E

B 173.17.1.384 E0.10.11.138 WETR E .3, 1. 105 WM - 3B GIT Sfaseetr/foatsiMontrerrat/Mont serrat -Reguler, £4f HITR/1.L , NTLMSSP_WISOTLATE

B 173 17.1.284 20.18.12.139 HETE 1148 18,36, B, 295 18188 B 6 GET Saiieta/fosta rat i rat-Regular. bt HITR/1.1 , NTLMESP_AUTH, User: \LAT te_

ho I7EAT.L.384 E0.10.12.129  HETE 1514 1. 20, M 2HE 16158 £ 3§ POST Sl BTOLEE3TEN TodnSHl Fidddel end=1 HITR/1.1  (text/slakn)

be 173071028 E0.00.10,139  WETR kL H L, 1S 16218 = B GET fassets/Lie, Js ATTP/L,0

B 172.17.1.284 20.10.121.139 WETR 22 1039, 1. 105 WNE = B9 OET fancete/liS . fe WTTRYL. D, WTLMSSP_MEOOTIATE

EO172017.1.584 20.18.12.130  HETE a2 18,26, M. 298 W08 B BS GET fassers/lis. fs HTTPSL.0 , WTLSHSS SFTH, Uders Eeibuier

b I7R0T.1.084 £0.10.13.130  HETE EI 1B, 2, N, 3NE 16218 B B GET Sfassers/Iesgesnav-travel.pag HITR/L 1

b I7E.07.1.380 E0.16.1113  WETR (T3] .3, 0, 105 W = B GET Sfascete/lmagesdnay-travel.png WTTR/L.1 , WTLMSSP HEGOTTATE

S 172.17.1.588 0.18.11.130 HETR 183 10,39, . 235 W = B2 00T fanewts/lmsgesnev-travel.png HETR/1.1 , NTLMSSE ARTH, Uner: WUAT testuser

B ITEAF.LL584 20.18.13.130  HETE sy 1. 26, W, 208 18218 & B8 GET fassets/fostasglyshicons-half Lingt-regular weff HITR/L L

ho I7RAT.1.MM ERL10.12,138  HETR L T, N, ENE 16218 B B GET fassets/fostssglyphicons-half Lings-regular.woff HITR/L.L , NTLMGSP_WEGOTLATE

b 173171384 E0.10.11.138 WETR 1 .3, L 105 W = -half - et WTTRS3- L, NI |

L 13 1T 1 MR WA WA 13 134 WETE L1 1A e e TR 1dE Ea B ART fascmbs flmsse d faul frem. TIeld ane WTTOM 1
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