RSA Side configuration

RSA 7.1 Version & Array SPX

Step 1: In the RSA, we need to resolve the SPX host hame with the interface IP.
Step 2: We need to get into the RSA console and go to Access TAB and Select the “Authentication Agents” click on “Add New”.

a RSA Security Console: - Unrestricked Authentication Agents - Microsoft Internet Explorer provided by TATA BP Solar India Led.

File

Edit  Wiew Favorites

Tools  Help

=12 x|

&

) EBack ~ &3 ~ [x] [2] :‘J | /':" Search :"‘* Favorites {‘tl (- sa =

Address I@ htkps:fftatabpsry33.tatabp, com: 7004 console-amListauthnagent . do?pageaction=nvPreSearchall

= B o ‘Links »

Security Console

Logged in as: Administrator My Permissions |

| Horne | | Idenkity ~ | | Aukhentication * |

Access ¥ | ‘ Reporting ~ | ‘ RADIUS * | | Adrninistr ation | | Setup * | | Help = ‘

My Preferences |

Realm: SystemDomain |

Log OFf
Configuration

=

g Authentication Agen

Session Lifetimes 4

Ackive User Sessions

J Unrestricted || Restricted |

Authentication Agents ¥

All users in the current realm can au

Tesk Access

Manage Existing

[i] Help on this page -

Add New

Security Domain:

I SystemDomain - I

For:

|F'.II Unrestricted Agents ;l
Where:

| Hostnarme ;I

I starts with - I

Search

2 found, Showing 1-2

Geneq add Mew ruration File:

Download Server Certificate File

0 selected: |Enal:u|e

Authentication Manager Contact Lisk #

Shioy |25 - I per page

[~ | Authentication Agent IP Address Type Disabled Security Domain Motes
' |j an.tatabp,com - Z02,7.53.49 Standard Agent SyskemDamain

' |j tatabpsrva3.tatabp.com - 202.7.52.37 RADIUS Server SystemDomain

[~ | | Authentication Agent IP Address Tvpe Disabled Security Domain MNotes

0 selecked: |Enable ;I Go Shioy Iﬂ per page

2 found. Showing 1-2.

Copyright ©2007 - 2008 RSA Security Inc. All rights reserved.

|@ https:fitatabpsry33. Lakabp, com: 7004 console-am) Authnigent, doraction=nvPrendd

I_ I_ I_ l_ E | @ Trusted sites



Step 3: Key in the Interface IP address of the SPX, and it should automatically resolve the hostname.
The RSA Server has to automatically resolve the hostname with IP address so you got to work with DNS or create a host entry if it is not resolving.

After the RSA has resolved the hostname to IP address click on Save
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] RSA Security Console: - Add New Authentication Agent - Microsoft Internet Explorer provided by TATA BP Solar India Ltd:
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In this case, this SPX hostname is an.tatabp.com and the inside interface LAN IP is 202.7.53.49 and the RSA Server is in the same network.
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We need to clear the server to accept the connection from the SPX. If we don’t clear the server the RSA would fail to accept the requests from the SPX.

TO clear
Click on the an.tatabp.com which is the hostname added in the RSA and go to “Manage Node Secret...”
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Here enable the check box “Clear the node secret” and “Save” the configuration. Checking this would enable the RSA to accept the requests from the SPX

Next GO TO Access - Authentication agents - Generate Configuration File and click on generate
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Clicking the Generate Config File would generate a an.tatabp.zip file which you need to save it your disk and extract it
Extracting the zip file would give you the sdconf.rec file which you need to import in the SPX.
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SPX Side configuration

Login into the SPX and get into the Base System configuration mode.

Here click on the Secure ID servers and say Add

Here you need to give a name for the RSA (You can give any name you like)
Import the sdconf.rec file which was generated by the RSA server.
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This sdconf.rec has to be associated to a virtual site from where you want RSA to Authenticate.
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Save the config and get into the Virtual site AAA config
Here select the method to use SecurelD
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