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Array Networks Security Advisory:
The Spring4Shell Vulnerability (CVE-2022-22965)

Adyvisory Date: April 5, 2022

Severity: Critical

Overview

Spring4shell vulnerability ((CVE-2022-22965], [CVE-2022-22963], [CVE-2022-22950])
is a vulnerability in Java Spring Framework. It affects applications using JDK 9 and
newer versions and Java Spring Framework or its affiliates. This vulnerability affects
Spring Core and allows an attacker to send a specially crafted HTTP request to bypass
protections in the library’s HTTP request parser, leading to remote code execution.

Impact

» Array’s AVX, APV, ASF, AG, WAN Series and AMP are not affected by this
vulnerability.
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