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Array Networks Security Advisory: 
FASTJSON Remote Code Execution Vulnerability 

 
Advisory Date: May 25, 2022 

Severity: High 

Overview 

Fastjson is a Java library that can be used to convert Java Objects into their JSON 
representation. It can also be used to convert a JSON string to an equivalent Java object. 

Fastjson versions 1.2.80 and below are having the risk of remote code execution 
vulnerability. It can be exploited by bypassing the default auto-type shutdown restrictions 
under certain conditions and attacking remote servers, which has a great risk and impact. 

The CVE for this vulnerability is not yet available. 

Impact 

 Since none of Array Networks products uses JAVA, Array’s AVX, APV, ASF, 
AG, WAN Series and AMP are not affected by this vulnerability. 


