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Document Feedback

Array Networks values your feedback and strives to provide documentation that is clear,
concise, and helps you use Array Networks applications effectively.

To provide feedback on this document or get technical support:

° Call: 1-877-992-7729

* Email:
Additional Resources

Beyond this documentation, Array Networks offers many resources to help you understand
and work with your Array Networks applications. For more information, please visit the
Array Networks


mailto:support@arraynetworks.com
https://arraynetworks.com/resources/product-resources

Vulnerability

A vulnerability has been identified in the MotionPro client for Windows where a back-
ground service component incorrectly handles access control permissions. This flaw could
allow a low-privileged local user to interact with a high-privileged system component to
perform unauthorized file operations.

The vulnerability exists due to insecure default configurations in a MotionPro inter-process
communication (IPC) component. An authenticated local attacker could exploit these per-
missions to execute privileged functions provided by the service. Successful exploitation
could allow the attacker to manipulate system files and escalate their privileges to SYSTEM,
granting full administrative control over the affected machine.

Affected Versions

Product Affected Versions
MotionPro Windows 1.2.26 and all earlier versions
Solutions

This bug has been fixed in the following version. We suggest you upgrade to the following
or later versions:

MotionPro Windows 1.2.28
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