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Copyright©2015 Array Networks, Inc., 1371 McCarthy Blvd, Milpitas, California 95035, USA.
All rights reserved.

This document is protected by copyright and distributed under licenses restricting its use, copying,
distribution, and compilation. No part of this document may be reproduced in any form by any
means without prior written authorization of Array Networks, Inc. Documentation is provided “as
is” without warranty of any kind, either express or implied, including any kind of implied or
express warranty of non-infringement or the implied warranties of merchantability or fitness for a
particular purpose.

Array Networks, Inc., reserves the right to change any products described herein at any time, and
without notice. Array Networks, Inc. assumes no responsibility or liability arising from the use of
products described herein, except as expressly agreed to in writing by Array Networks, Inc. The
use and purchase of this product does not convey a license to any patent copyright, or trademark
rights, or any other intellectual property rights of Array Networks, Inc.

T‘? Warning: Modifications made to the Array Networks unit, unless expressly approved by
% Array Networks, Inc., could void the user’s authority to operate the equipment.

Declaration of Conformity

We, Array Networks, Inc., 1371 McCarthy Blvd, Milpitas, CA 95035, 1-866-992-7729; declare
under our sole responsibility that the product(s) Array Networks, Inc., Array Appliance complies
with Part 15 of FCC Rules. Operation is subject to the following two conditions: (1) this device
may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

i@?, Warning: Array Appliance is a Class A digital device, pursuant to Part 15 of the FCC

) rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency energy, and if not installed and
used in accordance with the instruction manual, may cause harmful interference to radio
communications. In a residential area, operation of this equipment is likely to cause
harmful interference in which case the user may be required to take adequate measures or
product. In a domestic environment this product may cause radio interference in which
case the user may be required to take adequate measures.
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About Array Networks

Array Networks is a global leader in networking solutions for connecting users and applications
while ensuring performance, availability and security. Using Array, companies can provide access
for any user, anywhere, on any device to applications, desktops and services running in either the
cloud or the enterprise data center. From Web sites to e-commerce to enterprise applications to
cloud services, Array solutions deliver a premium end-user experience and demonstrable security
while ensuring that revenue and productivity gains always outweigh CAPEX and OPEX.

Engineered for the modern data center, Array Networks application, desktop and cloud service
delivery solutions support the scalability, price-performance, software agility and leading-edge
feature innovation essential for successfully transforming today’s challenges in mobile and cloud
computing into opportunities for mobilizing and accelerating business.

Contacting Array Networks

Please use the following information to contact us at Array Networks:
»  Website:

http://www.arraynetworks.com/

» Telephone:

Phone: (408)240-8700

Toll Free: 1-866-692-7729 (1-866-MY-ARRAY)

Support: 1-877-992-7729 (1-877-99-ARRAY)

Fax: (408)240-8754

Telephone access to Array Networks is available Monday through Friday, 9 A.M. to 5 P.M. PST.
» E-mail:

info@arraynetworks.com

» Address:
1371 McCarthy Boulevard

Milpitas, California 95035, USA
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Chapter 1 MotionPro Overview

MotionPro provides mobile users with flexible use of enterprise applications and secure access to
enterprise resources, including Browser/Server (B/S) and Client/Server (C/S) resources.
MotionPro also provides the administrator with mobile application management for remote
devices, such as Enterprise Application Store and remote application and data wipe. After
downloading and installing the MotionPro client from the Apple App store or Google Play store,
users can access all these functions.

The MotionPro feature mainly has the following functions:

*  Enterprise Application Portal: Enterprise applications will be provided to mobile users
through the MotionPro virtual site after authentication and authorization. MotionPro supports
authentication by various methods, authorization by user/local group/Active Directory (AD),
LDAP and RADIUS groups, and auditing by user/traffic logs.

*  Secure Browser: This is a build-in application of the MotionPro client for accessing B/S
(Web) resources. All the data transmitted through Secure Browser will be encrypted by the
SSL L3VPN tunnel. Secure Browser also integrates the Post SSO function.

*  Application Tunnel API: This is a software development kit (SDK). If Application Tunnel
APl is integrated with a C/S (SDK built-in native) application, SSL L3VPN tunnels can be
established by directly using the built-in application.

* VPN on Demand: SSL L3VPN/IPsec VPN tunnels can be established between AG and
mobile devices when native applications that are not integrated with Application Tunnel API
need to access enterprise resources.

*  Enterprise Application Store: This function greatly facilitates the operation of releasing
and upgrading enterprise applications to mobile users.

*  Security Policies: This function allows the administrator to define different levels of security
policies for the client and the server sides. These policies will be executed without the
administrator’s intervention if the conditions of the policies are met.

*  Remote Device Management: This function allows the administrator to remotely operate
mobile devices such as install or uninstall applications, restore factory settings, lock screen
and clear passcode.

The following chapters illustrate all the features of MotionPro and demonstrate the process to
configure each function. Configuration results on the MotonPro client are also provided as a
reference to help administrators better understand and use our product.

@ Note: The MotionPro client can be downloaded from the Google Play store (Android 4.0
or later) or the Apple App store (iOS 6.0 or later). Under most circumstances, these two
clients perform very much alike, so we only display the Android demonstration effect.

©2015 Array Networks, Inc.
All Rights Reserved. 1
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When there are significant differences, we will display both Android and iOS effects.

©2015 Array Networks, Inc.
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Chapter 2 Basic Settings and Configuration

2.1 Initial System Configuration

The MotionPro virtual site can be configured on the AG appliance. The administrator can access
the MotionPro Pilot of the configured virtual site to configure MotionPro settings.

Before the configuration of the MotionPro virtual site, some initial settings of the AG appliance
are required such as configuration of default route, IP addresses, DNS and WebUI.

For detailed introduction of initial connection, basic setup and configuration of the AG appliance,
please refer to Chapter 2 Initial System Setup & Configuration in the ArrayOS AG 9.3 User
Guide.

2.2 Virtual Site Configuration

The first step of MotionPro configuration is to create a virtual site of the MotionPro type. Detailed
steps are as follows:

» Add a Virtual Site of the MotionPro Type

Under the global scope, select Virtual Sites > Virtual Sites > Virtual Sites, and click the Add
action link in the Virtual Sites area, as shown in Figure 2-1.

virtual Sites || QuickLink |[ IPsec |[ Certificate Info |

¥YIRTUAL SITES MotionPro Deployment | AccessDirect Deployment | Delete | Add

Site Mame Site FQDN IF Address Trpe Session Reuse

Figure 2-1 Add a Virtual Site

In the Add a New Virtual Site configuration window, select “motionpro” from the Virtual Site
Type drop-down list, and specify the parameters Site Name, Description, Site FQDN and IP
Address as required, as shown in Figure 2-2.

©2015 Array Networks, Inc.
All Rights Reserved. 3
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Yirtual Sites || QuickLink | IPsec |[ Certificate Info |

ADD A NEW YIRTUAL SITE Cancel | Save & Add Another | Save
BASIC SETUP [Wirtual Site Type:  MotionPro |w|]
Site Mame: |MotionPro

Description; (Optional}

v, example. com

Site FQDN:

* Wote: Fach line fs & complete FQON.
A Fully Qualified Domain Name (FQOM), also referred to as an absolute domalin name, is a
domain name that specifies & computer’s exact location in the tree hisrarchy of the Dornain
Marne System (DNS). FQON consists of the host name and domain name. For exampls, i the
local hostname of & device is myhost and the parent domain name is example.com, the
FQON of the dewice {s myhost.examole.com.

10. 8. 6. 88 443

IP address:

* Wote:Flease separate I and port with a space. For multiole I8/port pairs, please enter them
in different fines,

e.q., single [F/Port: 192.168.2.1 443
Ml I8/Port: 192.168.2.1 443
192.168.2.2 443

SSL CERTIFICATE [Gensrate (30 Import (O Irnport wia TFTP (O]

* Note: The following fields will be used to create a Certificate Signing Request and a test S5L
certificate. If you choose not to complete these fields and an existing CSR cannot be found, S5L
will be disabled for this virtual site and portal access will not be available,

CSR Key Length: 1,024 Bit C- 2,045 Bit @- 4,096 Bit C-
CSR Signature Algarithm: SHAL (O SHAZS6 (3 SHAZE4 (O SHAS1Z (O
Country Code: CH
State/Province: |Beijing
City/Locality: |Beijing
Crganization: [Qrgnization
Qrganizational Unit: |Orgnization Unit
Administrator's Email: |admin@example.comn
Private key Exportable: Mo (3 ves O
Site FQDM as Common Name: Mo (O Yes (8

* Mote: If the virtua! site deploys Quickiink, # s recommendsd to use wildcard host as
common name (eq. *.abc.corm), or import & thivd party wildcard certificate.

Figure 2-2 Add a MotionPro Type Virtual Site

After the MotionPro type virtual site is created, the administrator needs to generate or import an
SSL certificate, configure AAA, L3VPN/IPSec and other advanced configurations which will be
introduced in the following chapters.

Alternatively, the administrator can use the MotionPro Deployment action link as shown in
Figure 2-1 to quickly create a MotionPro type virtual site. The administrator can just specify the
IP Address parameter in the Setup A MotionPro Site area and the parameters First IP Address
and Last IP Address in the Virtual Private Network (L3VPN) area, then create the MotionPro
type virtual site with other configurations left as defaulted, as shown in Figure 2-3.

©2015 Array Networks, Inc.
All Rights Reserved. 4
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¥irtual Sites |[ QuickLink | IPsec |[ Certificate Info |

SETUP A MOTIONPRO SITE Cancel | Save & Add Another | Save

Site Mame: motionpro_site *

IF Address: *

Port: 443 {Integer from 1 to 65535) *

Site FQDN:

SSL CERTIFICATE [Generate (3) Import () Import via TFTRP (]
CER Key Length: 1,024 Bit () 2,048 Bit (5) 4,098 Bit ()
CER Signature Algorithrn: SHAL (O SHAZSS (3)  SHASE4 (O SHASLZ (O
Countey Code: (US| *F
State/Province: Ca
City/Locality: [ Campbell
organization: |Array Networks, Inc
Crganizational Unit: |Array Networks
Administrator's Email: |admin@arraynetworks.net
Frivate Key Exportable: Mo (8)  “es (O

Site FGDM as Carmmmen Mame: Mo (O Tes (8

AAA [LocalDB () LDAP () RADIUS (]
Configure a LocalDB Account
*

User Mame: |test

Password: eees (Default value: test) *

¥YIRTUAL PRI¥VATE NETWORK (L3¥PN}
Configure a Dynamic IP Range
First IP Address: *
Last IP Address: *
Enable NAT:

Configure a ¥PN Resource
Metwork Resource: |0.0.0.0/0

Example for Metwork Resource:
0.0.0.0/0
10,10.10.0/24

IPSEC
Profile Mame: |motionpro_site

WOD Damain: motionpro.arraynetworks.net

Figure 2-3 MotionPro Deployment

@ Note: The administrator should configure the dynamic IP range according to the number
of users accessing the virtual site. If more users need to access this virtual site, the
administrator can extend the number of IP addresses in the dynamic IP range via WebUI
or the CLI command “vpn netpool iprange dynamic <netpool> <start_ip> <end_ip>
[unit_name]”.

> Add an SSL Certificate for the Virtual Site

For the functioning of the MotionPro type virtual site, the administrator needs to generate or
import an SSL certificate first. A test certificate/key pair can be generated by the AG appliance for

©2015 Array Networks, Inc.
All Rights Reserved. 5
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test purpose only. For commercial use, the administrator must import a certificate/key pair issued
by a trusted certificate authority in either of the following ways:

* Import an SSL certificate/key pair from the local host

Select the Import radio button in the SSL Certificate area in the middle part of the Add A New
Virtual Site or MotionPro Deployment configuration page. Paste the certificate and key
respectively into the Paste SSL Certificate Here and Paste SSL. Key Here text boxes, as shown
in Figure 2—4.

SSL CERTIFICATE [Generate () Import (53 Import wia TFTP ()]

————— BEGIN CERTIFICATE-———- -~

NIIEFDCCAvyzAwIBAzIBEDANE gl qhlel GOw(BAQUF ADCEoTELN Al

GAIUEBRMCODY =

EDAOENVEA=NEOT] alprbmcxEDACDE sNVEACNBO Tl aWppbmexD 34
Paste ZEL Certificate Here: | MBgNVBAQMBUF

cof SMROWE g T DVRRLDAt UcnVzdENLIbnR1 ¢ JERNBEGALUE AwmSQXT

i ¥eeVHT1c30g

G2VudGE VNS swEQT TEoZ L NAQLBF hu = Bwh 3 T 0QGF yonf ShV

0dZ2%a3luf2ot *

————— BEGIN RSA PRIVATE EEY———- -
NIIEpAIBAARCAQEATe040PApqYzqEp 20X Febbndl 6 cZ1+ml bLAZ
vEIWBSVL10605
ahH4 SOWREHwr+A1 AgK WOk YMwt+ T q7 £

Paste S5L Key Here: | /AN, 0LeTda3adBm3BTEpi SDOFW8zdwzN
wLEF1EQet 800k s+ THt iPGHI uCTZAMLC 3TN
SPThEWmAUQDHTGE BNV zallzlvOmd
3Wt 3 TkKaQ 7T TRHOsRCoF 5Vl JTTZNOFOF ApOG0e3mjagbdalysx
EPEL3vDFp]1]a *

Key Password: (Optional)

4

<

* Mode: If #he imported certificate was untrusted, please import the certificate of the root C4
who issued the certificate and activate the root C4 certificate.

Figure 2—4 Import an SSL Certificate/Key Pair from the Local Host
* Import an SSL certificate/key pair from a remote TFTP server

Select the Import via TFTP radio button in the SSL Certificate area in the middle part of the
Add A New Virtual Site or MotionPro Deployment configuration page. Specify the parameters
TFTP Server IP for SSL Cert, File Name, TFTP Server IP for SSL Key, File Name and Key
Password, as shown in Figure 2-5.

SSL CERTIFICATE [Generate () Import (O Irnpert via TFTP (53]

TFTP Server IP for SSL Cert: [10,8.6,80 *
File Mame: |www.demo.cam.crt (Optional, default is <Site Mame=.crt)
TFTP Server IP for S5L Key: |10.5.6.50 *
File Name: |www.demo.com.key (Optional, default is «<Site Name=.key)
Key Passwaord: {Cptional)

* Waote: If the imported certificate was untrusted, please import the certificate of the root CA
who fssued the certificate and activate the root ©4 certificate,

Figure 2-5 Import an SSL Certificate/Key Pair from a Remote TFTP Server

@« Note: In order to use the VPN on Demand function for iOS (for details, please refer to
section 4.3 VPN on Demand), the CN value of the SSL certificate issued by the trusted

©2015 Array Networks, Inc.
All Rights Reserved. 6
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certificate authority must be the same as the Site FQDN value of the virtual site.

» Activate an Imported SSL Certificate/Key Pair

Under the virtual site scope, select Site Configuration > SSL/DTLS Certificates >

Certificates/Key, check the radio button of the desired certificate/key pair and click the Set
Active action link to activate it, as shown in Figure 2—6.

SSL Settings |[ DTLS Settings ][ CSR |[ Certificates/Key |[ Intermediate CA | Trusted Root CA |[ CRL CA || Cert Management | [ Statistics |
CERTIFICATES
The Active Certificate {3§ Certficate #1 (O Certificate #2 (O Certificate #3 O

Certificate: i
Data:
Version: 3 (0x2)
Serial Number: 4 (0x4)
Signature Algorithm: shalWithRSAEncryption

Set Active | Delete | Import | Import via TFTP

Figure 2-6 Activate an Imported SSL Certificate/Key Pair
» Enable SSL for the Virtual Site

Under the virtual site scope, select Site Configuration > SSL/DTLS Certificates > SSL
Settings > General, select the Enable SSL check box, and click the Save Changes button in the
upper right corner to save the configuration, as shown in Figure 2—7.

SSL Settings || DTLS Settings |[ CSR |[ Certificates/Key |[ Intermediate CA || Trusted Root CA |[ CRL A |[ Cert Management |( Statistics |

General

GENERAL SSL SETTINGS
Enable S5L:

S5L Protocal Support: SSLv3 TLSw1 TLSv12
Enahle SSL Session Cache:

SSL Settings Renegotiation:

0=

Accept Certificate Chain From Peer:

Enable dient mandatory authentication mode:

&

OCSP URL:

Figure 2-7 Enable SSL
Client Effect

After successful installation of the MotionPro client, users can create a gateway to get access to

the newly added virtual site later. The gateway can be easily deleted with a long press on Android
and a swipe on iOS.

©2015 Array Networks, Inc.
All Rights Reserved. 7
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Add Account

Title MotionPro
Gateway 10.8.6.88
Username

Port

Certificate

OK

Cancel

Client Effect End

©2015 Array Networks, Inc.
All Rights Reserved.

Gateways

Eg“‘ MotionPro

Configure == SignOn




= Array

NETWORKS Chapter 3 MotionPro Pilot

Chapter 3 MotionPro Pilot

This chapter gives a basic introduction to the MotionPro Pilot. Please read this chapter to get
familiar with the MotionPro Pilot before configuring MotionPro settings.

3.1 Overview

The MotionPro Pilot configuration interface is designed for easy navigation through the
MotionPro configuration tasks and consists of various configuration pages.

Under the MotionPro type virtual site scope, select the Virtual Site Home feature link, and click
Go to MotionPro Pilot in the Virtual Site Information area to access the MotionPro Pilot, as
shown in Figure 3-1.

" virtual Site Home ]

SYSTEM INFORMATION  Go to MotionPro Pilot Active Sessions
CLI Handbook  ppp Maxirnum Active Sessions
User Gl — Today's Maximum Active sessions

. . Successful Logins
Site Mame  MotionPro

Host/Domain 10.8.6.88;
IP Address  10.8.6.88:443;

Unsuccessful Logins
Rejected Logins
Users Locked Out

Login Errors
Secure Socket Layer (SSL) Enahle

Logouts
AAA  Enable

Server Bytes Inbound
Local Database Enahble

Server Bytes Outhound
Role Enable

Client Bytes Inbound
Client Bytes Outbound

o o o oo oo oo oo o0

View Statistics <--Select--> v

Figure 3-1 Go to MotionPro Pilot

i@\’?y Note:

e MotionPro Pilot supports IE 8.0~11.0 and Firefox 3.6~25 browsers. It is
recommended to use IE 10.0 or Firefox 25 to access the MotionPro Pilot.

*  MotionPro Pilot supports the English, Simplified Chinese, and Japanese languages.
However, the password parameters do not support Chinese and Japanese characters.

*  MotionPro Pilot does not support the single quote mark (), double quote mark (") and
escape character (1), which are reserved for system use.

Each MotionPro Pilot configuration page consists of four main areas, as shown in Figure 3-2.

©2015 Array Networks, Inc.
All Rights Reserved. 9
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Authorized Resources
I mssigmmens [
Apply  Cancel - T Back Sawe Configuration  Options =
GENERAL SETTINGS

URL: \ |

Description: ‘ |

Folder: ‘ |

S50 ITEMS

Post URL:

Username Field:

(Optional)

Login URL:

Post Fields: (Optional)

\
\
Password Figld: ‘
\
\
\

Custorn Cookies: (Optional, For Example: aaa=ddd;bbb=eee)

ks, Inc. All righ

Figure 3-2 Configuration Page
*  Location Indicator
The location indicator shows the function that the administrator is currently working on.
* Tabs
Every configuration page consists of one or more tabs.
*  Toolbar

The toolbar consists of two parts, as shown in Figure 3-3.

Apply  Cancel Back Sawe Configuration Options =

Go ko wwebll

W Go ko DO Pilak

| User Manual

Userniame: ‘

Logaout

Password: ‘ |

Chinese

Confirm Password: ‘ | = English

Japanese

Figure 3-3 Toolbar
On the right side are general options:
- Back — Navigating back to the previous configuration screen.

- Save Configuration — Writing the existing configuration to memory (including all
virtual site configurations).

- Options — Go to WebUI for switching back to the AG WebUI; Go to DD Pilot for
switching to the DD Pilot; User Manual for downloading the MotionPro

©2015 Array Networks, Inc.
All Rights Reserved. 10
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Administration Guide; Logout for logging out the appliance; Language for setting the
language of MotionPro Pilot.

The left side of the toolbar hosts various action links that appears as needed. These actions usually
appear in the following combinations:

- Apply — Allowing the administrator to apply the current configuration.

- Cancel — Allowing the administrator to revert to the pervious configuration.

3.2 Apply and Save Configuration

To apply the changes done through the MotionPro Pilot, the administrator needs to click the
Apply action link on the toolbar. To write current running configurations into memory, the
administrator needs to click the Save Configuration action link on the toolbar. If these
configurations are not written into memory, they will be cleared after system reboot or system
upgrade.

3.3 Main Configuration Page

The main configuration page is the hub from which all of MotionPro configurations are
performed.

The main page consists of two tabs:
»  System Monitor

This tab page provides access to system monitor functions including Device Registration and
Management, DevicelD Import and Export and Session Management, and system
management functions including MotionPro Import and Export, MotionPro Backup and
Restore and MotionPro Portal Configurations, as shown in Figure 3-4.

Site Settings

Save Configuration  Options ~

Dewvice Registration and Management
DevicelD Import and Export

Session Management

MotionPro Import and Export
MotionPro Backup and Restore

MotionPro Portal Configurations

Figure 3-4 System Monitor
»  Site Settings

This tab page provides access to site setting functions including AAA, Authorized Resources,
VPN on Demand, Enterprise Application Store and Enterprise Application Security, as
shown in Figure 3-5.

©2015 Array Networks, Inc.
All Rights Reserved. 11
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" system Monitor 4 = ETE

Save Configuration  Cptions -

Authentication
Authorization

Auditing

AUTHORIZED RESOURCES

web Resources

MNative Applications

YPN ON DEMAND

YPN On Demand

ENTERPRISE APPLICATION STORE

Enterprise Application Store

ENTERPRISE APPLICATION SECURITY

Security Policies

Remote Device Management

©2015 Array Networks, Inc.
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Figure 3-5 Site Settings
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Chapter 4 Enterprise Application Portal

The AG appliance supports multiple enterprise application portals (MotionPro virtual sites).
Applications, resources, Authentication, Authorization and Auditing (AAA) and VPN settings can
be configured for each portal independently.

4.1 AAA

AAA is a series of combined features and operations providing Authentication, Authorization and
Auditing for all connections and transactions carried out across the portal. AAA allows the
administrator to control user access to enterprise applications and resources, grant users with
specific authorities to internal resources and keep track of all user behaviors.

4.1.1 Authentication

Authentication is the first process in the AAA feature. In this process, the system will check the
validity of the user identities, certificates or device IDs before permitting user logins. Users can
log into the portal only with the valid user identities, certificates or device IDs.

4.1.1.1 DevicelD Authentication

With DevicelD authentication, the system will validate the ID of the mobile device that the user
uses to log into the portal. Users can access internal resources only from the mobile devices with
the valid device IDs.

On MotionPro Pilot, select Site Settings > AAA > Authentication > Authentication Method,
select “DevicelD” from the Authentication Method drop-down list in the Authentication
Method area, as shown in Figure 4-1.

Authentication Method: DeviceIl - ‘
LocalDE

]

LOAR
Enable Certificate Authentication: i

Ackive Directory

Radius

AD+Radius
Reject Unregistered Device: DevicelD
Auto Approve: MK

AD+SMK

Auto Reqgister:

Certificate

Eind Lisername: O

[£3]

Maximum Devices Per Liser: | |

Maxirum Users Per Device: | |

Figure 4-1 Select the Authentication Method
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Note: DevicelD authentication requires the user to register the device used to the system.
MotionPro supports two ways of device registration:

* Register in advance: Devices can be manually registered by the administrator in
advance on MotionPro Pilot. For details about how to register the devices to the
system, please refer to section 7.1.1.1 Device Registration.

* Register through login: Devices can be manually registered by end users on the
client or be registered without intervention on end users’ first enroliment.

After device registration, the administrator can monitor and manage device status. For
details, please refer to section 7.1.1.2 Device Management.

In the DevicelD area, select the check boxes Reject Unregistered Device, Auto Approve, Auto
Register and Bind Username if required, and specify the parameters Maximum Devices Per
User and Maximum Users Per Device, as shown in Figure 4-2.

Reject Unregiskered Device: O
Auto Approve:
Auko Register: O
Bind Username:
Maximum Devices Per User: | 3 |
Maximum Users Per Device: | 3 |

Figure 4-2 DevicelD Authentication

The DevicelD area has the following options:

Reject Unregistered Device: The devices not registered to the system will be rejected.

Auto Approve: The registered devices will be automatically approved; otherwise, the device
status will be “pending” and the administrator needs to approve the devices manually.

Auto Register: Unregistered devices will be registered without users’ intervention and users
can log in successfully if passing other authentication(s). If the check boxes Reject
Unregistered Device and Auto Register are both selected, Auto Register will not take
effect.

Bind Username: This option is to track the username and DevicelD relations for the
following options. The following options are available only when this option is checked.

Maximum Devices Per User: This option specifies the maximum devices a user can have.

Maximum Users Per Device: This option specifies the maximum users a device can be
associated with.

©2015 Array Networks, Inc.
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Client Effect

When Bind Username option is enabled, only the username is needed for authorization, and no
password will be required to log into the portal with a registered device.

[ —

Authentication

Username test

Login

Cancel

Client Effect End

4.1.1.2 User Authentication

MotionPro supports the following types of user authentication methods:
* LocalDB

*  Active Directory (AD)

* LDAP
* RADIUS
s SMX

MotionPro also supports combinations of the above user authentication methods:
e AD+LocalDB

* LDAP+LocalDB

* RADIUS+LocalDB

* SMX+LocalDB

e AD+RADIUS

e AD+SMX

For all user authentication methods, DevicelD authentication is always enabled to enhance the
security level.

4.1.1.2.1 LocalDB

LocalDB users need to be defined in advance for LocalDB authentication. For details about how
to add a LocalDB user, please refer to section 4.1.2.1 User/Group.

©2015 Array Networks, Inc.
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On MotionPro Pilot, select Site Settings > AAA > Authentication > Authentication Method,
and select “LocalDB” from the Authentication Method drop-down list in the Authentication
Method area, as shown in Figure 4-3.

Authentication Method: [ LaocalDe - ]

Figure 4-3 LocalDB Authentication

4.1.1.2.2 Active Directory (AD)

On MotionPro Pilot, select Site Settings > AAA > Authentication > Authentication Method,
and select “Active Directory” from the Authentication Method drop-down list in the
Authentication Method area, as shown in Figure 4-4.

futhentication Method: Active Directory -

Enable LocalDE Authentication: O

Figure 4-4 AD Authentication

Specify the parameters Domain, Administrator and Password in the Active Directory Servers
area, as shown in Figure 4-5.

Active Directory Servers = | o+
P Port B
10.3.0.92 389
Diornain: | spyad.cn |
Adrinistrator: | Idapadrnin |
Password;: | ssnsee |

Figure 4-5 AD Servers

Click + in the Active Directory Servers area, specify the parameters IP Address and Port in the
Active Directory Server area, and click Apply to add an Active Directory server, as shown in
Figure 4-6.

IP Address: [10.3.002 |

Part; | 289 |

©2015 Array Networks, Inc.
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Figure 4-6 Add an AD Server

@« Note: A maximum of three AD servers can be added.

4.1.1.2.3 LDAP

On MotionPro Pilot, select Site Settings > AAA > Authentication > Authentication Method,
and select “LDAP” from the Authentication Method drop-down list in the Authentication
Method area, as shown in Figure 4-7.

Authentication Method: [ LDAP =
Enable LocalDE Authentication: O
LDAP SERVERS - | o+
Server [P Server Port User Mame User Passivord Base Timeowt | ]
10.3.0.92 389 Idapadrmin T 2 25 dr=spad,dc=cn 30

Figure 4-7 LDAP Authentication

Click + in the LDAP Servers area, specify the parameters IP Address, Port, User Name,
Password, Base and Timeout in the LDAP Server area, and click Apply to add an LDAP server,
as shown in Figure 4-8.

1P Address: [ 103082 |
Port: [ 389 |
User Name: [ Idapadmin |
Passward: | eesese |
Base: [ de=sprad,de=cn |
Timenut: E: |

Figure 4-8 Add an LDAP Server

Specify the parameters LDAP Attribute Group, LDAP Attribute Default Group, Search Filter
and Authenticate with Bind in the Advanced LDAP Configurations area, as shown in Figure
4-9.

©2015 Array Networks, Inc.
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LDAP Attribute Group: | memberof |

LDAP attribute Default Group: | |

Search Filter: | cn==USER> |

Authenticate with Bind: ® Dynamic O Static

Figure 4-9 Advanced LDAP Configurations

@ Note: A maximum of three LDAP servers can be added.

4.1.1.2.4 RADIUS

On MotionPro Pilot, select Site Settings > AAA > Authentication > Authentication Method,
and select “Radius” from the Authentication Method drop-down list in the Authentication
Method area, as shown in Figure 4-10.

authentication Method: [ Radius -

Enable LocalDB Authentication: O

Figure 4-10 RADIUS Authentication

Specify the parameters RADIUS NASIP, RADIUS Attribute Group and RADIUS Attribute
Default Group in the RADIUS Servers area, as shown in Figure 4-11.

RADIUS SERYERS - | +
Server IP Server Part Timeaut Retries (==}
10.4.7.200 1812 60 2

RADILS NASIP: [10.86.86 |
RADIUS Attribute Group: [25 |

RADIUS Attribute Defauit Group: | |

Figure 4-11 RADIUS Servers

Click + in the RADIUS Servers area, specify the parameters IP Address, Port, Secret Password,
Timeout and Retries in the RADIUS Servers area, and click Apply to add a RADIUS server, as
shown in Figure 4-12.

©2015 Array Networks, Inc.
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RADIUS SERVERS

IP Address: [10.4.77.200 |
Port: [ 1812 |
Secret Password: [sesseasces |
Timeout: [ e0 |
Retries: [2 |

Figure 4-12 Add a RADIUS Server

ﬁ Note: A maximum of three RADIUS servers can be added.

4.1.1.2.5SMX

On MotionPro Pilot, select Site Settings > AAA > Authentication > Authentication Method,
and select “SMX” from the Authentication Method drop-down list in the Authentication
Method area, as shown in Figure 4-13.

AUTHENTICATION METHOD

Authentication Method: [ S -

Enable LocalDE Authentication: O

Figure 4-13 SMX Authentication

Add the primary SMX server by clicking the Change button in the SMX Servers area, as shown
in Figure 4-14.

SMX SERYERS

Primnary Server: Mot Configured Change

Secondary Server: Mot Configured Change

Figure 4-14 Add an SMX Server

In the Server area, specify the parameters Hostname, Port and Import Certificate from, as
shown in Figure 4-15.

SERVER

Hostrame: [104.12 |
Part; [8775 |
Import Certificate from: @ Local Host O SMY Server O Remaote Host

Source File Path: | | Bronwser

©2015 Array Networks, Inc.
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Figure 4-15 Set SMX Server Parameters
MotionPro Pilot supports three ways of importing the SMX certificate:
*  From the local host

Select the Local Host radio button and click the Browser button to select the certificate stored on
the local host to import, as shown in Figure 4-16.

SERVER

Hostname: | 10.4.1.2 |

Port: [8775 |

Import Certificate from: ® Local Host O SMX Server O Remote Host
Source File Path: | | [ Browiser

Upload

Figure 4-16 Import the SMX Certificate from the Local Host

. From the SMX server

Select the SMX Server radio button and specify the parameters Username and Password for
downloading the SMX certificate from the SMX server, as shown in Figure 4-17.

Hostname: [10.4.12 |
Port: [ 8775 |
Import Certificate from: O Local Host ® SMX Server O Remote Host
lzername: | |
Password: | |

Figure 4-17 Import the SMX Certificate from the SMX Server
e  From an remote host

Select Remote Host radio button and specify the parameters Hostname, Username, Password
and Source File Path, as shown in Figure 4-18. The parameters Username and Password are the
credentials that can be used to log into the remote host. The Source File Path parameter indicates
the path storing the SMX certificate on the remote host.

©2015 Array Networks, Inc.
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Hostnarme: | 10.4.1.2 |
Fort: | 8775 |
Import Certificate from: O Local Host O SMX Server ® Remote Host
Hostname: | |
Username: | |
Pazzwrard: | |

Source File Path: | |

Figure 4-18 Import the SMX Certificate from a Remote Host

Add the secondary SMX server in the same way as the primary SMX server. The secondary SMX
server is used only when the primary SMX server is unavailable.

@« Note:

*  When SMX authentication is enabled, the DevicelD authentication is enabled by
default, and the LocalDB username and password are used for device registration.

*  When logging into the portal with SMX authentication, users need to provide a
LocalDB username for authorization.

4.1.1.2.6 User Authentication Methods Combination

Some user authentication methods can be simply combined. Here we use AD+RADIUS
authentication method as an example.

To configure this authentication method, both the AD server and the RADIUS server need to be
configured. If these two servers are already configured before, we can use the existing
configurations directly for the AD+RADIUS authentication method.

On MotionPro Pilot, select Site Settings > AAA > Authentication > Authentication Method,
and select “AD+Radius” from the Authentication Method drop-down list in the Authentication
Method area, as shown in Figure 4-19.

©2015 Array Networks, Inc.
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AUTHENTICATION METHOD

Authentication Method: [ AD+Raddius

ACTIVE DIRECTORY SERVERS

Active Directory Servers

P

Port.

10.3.092

389

Diomain: | spyad.cn

Administrator: | Idapadrmin

Password: | eneee

RADIUS SERVERS

RADIUS SERVERS

- +

Server IP Server Port

Timeout

Retries

10.4.7.200 1512

a0

2

RADIUS MASIP: [10868s

RADIUS Attribute Group: | 25

RADIUS Attrbute Default Group: |

Figure 4-19 AD+RADIUS Authentication

4.1.1.2.7 User/DevicelD Authentication Combination

For every user authentication method or every combination of user authentication methods, the
DevicelD area is available, as shown in Figure 4-20.

AUTHENTICATION METHOD

Authentication Method: | Localg
Reject Unregistered Device: O
Auko Approve:
Auko Register: O
Bind Username:;
Mazxirmum Devices Per User: | 3
Mazxirmum Users Per Device: | 3

©2015 Array Networks, Inc.
All Rights Reserved.

22



~Array

NETWORKS Chapter 4 Enterprise Application Portal

Figure 4-20 User/DevicelD Authentication Combination

@« Note: When using SMX+DevicelD authentication, the registered username of DevicelD
authentication must be the same with the LocalDB username of SMX authentication.

For detailed steps of configuring DevicelD authentication, please refer to section 4.1.1.1 DevicelD
Authentication.

4.1.1.3 Certificate Authentication

With certificate authentication, the system will validate the certificate of the mobile device that the
user uses to log into the portal. Users can access internal resources only after the AG server
verifies the certificate received from the client and sends the corresponding certificate to the client
for authentication.

On MotionPro Pilot, select Site Settings > AAA > Authentication > Authentication Method,
and select “Certificate” from the Authentication Method drop-down list in the Authentication
Method area, as shown in Figure 4-21.

Authentication Method: Certificate -

Please Frst Apply this method, the configure server cart_server for cartificate authentication iy AG WebLi,

Figure 4-21 Certificate Authentication

Under the virtual site scope, select Site Configuration > SSL/DTLS Certificates > SSL

Settings > General, clear the Enable SSL check box in the General SSL Settings area, as shown
in Figure 4-22.

SSL Settings | DTLS Settings | CSR |[ Certificates/Key |[ Intermediate Ca |[ Trusted Root CA |[ CRL CA || Cert Management |[ Statistics |

General

GENERAL SSL SETTINGS
Enable 55L: [

S5L Protocol Suppart: SSLv3 TLSv1 TLSw12
Enahle SSL Session Cache:

SSL Settings Renegotiation:

Accept Certificate Chain From Peer:

BOE

Enahle client mandatory authentication mode:

QCSP URL:

Figure 4-22 Disable SSL
The trusted root CA can be imported in either of the following ways:
*  Import the trusted root CA from the local host

On the Trusted Root CA tab, click the Import action link in the Trusted Root CA area and
import the trusted root CA in the Paste Trusted Root CA Below text box in the Import
Certificate area, then click the Submit action link, as shown in Figure 4-23.

©2015 Array Networks, Inc.
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SSL Settings |[ DTLS Settings |[ CSR || Certificates/Key || Intermediate CA | Trusted Root CA |[ CRL CA || Cert Management || Statistics |

IMPORT CERTIFICATE Cancel | Submit

Paste trusted root CA below: | ——-—-] BEGIN CERTIFICATE----- ~
MIIEFzCCAvtgAwlBAg I JAKE19yh 1 1EvBHAOGCEqGE [b3DQEREQUAMIGhMOswCQYD
VQRCEwI4N JEQHA4GAIUECAvHAmMVpanluZzEQMA4GAIUEBwwHAmYpamluZzEOMAWG
AlUECgwF QX Iy TEk=zFDASB NVBA=MC IRy dXNOQ2VudGVyHMRswGAQTDVAQDDE JBen Th
eSBUenVzdCBDZWA0ZX I xKz ApBekahkiGO9w0BCOEWHHN LeHBvenRATX T¥ TX 1uZER3
b3 Jreyd ib20ut2 dwih e NMTMw z MM TEwhzESWhe NMT Ywilz ISMTEwhzES W) CBoTEL
MAKGAIUEBhMCODY xEDAOBg NVBAZMEO T 1aWppbme xEDACOBgNWVBACMBO T laWppbmex
D i AMBgNVBACMBUF v cmF MR GwE g TDVQALDAt UenVzdEN1bnR 1 ¢ JEBMBLGATUE AwwS
QX Ty TEkgVH]1c3Qz02VudGVyM3swkOY JEoZ ThvcNAQKBFhzz d¥XBwh3 JOAGF ycmP 5
bnV0d29yaiMuT29t LmHuMIIBI j ANBsleghlkiGOwOBAQEF AAOCAQSAMI IRCEKCAQEA
v JZIXCITShE Imllbe IMAOL+IZeXNZ i vEb OKF 8 JGLMvRGe+201G7VkseGInVTESL
yyyVepeludzazwhTAIHme 2E4RpPe kHSsAZvTib4GUgvVzubalj0l2Kh0hAIKDE +2
3GwESNmEVkWbOM/ Q8FLF0j TheGF +iWOK IN2ZV3ul0tWaPLPEcd Js 1ade+0x5Wn0Ab
BxzyulSypfzdTFendVydr s XwMZeGb2MkAK v v5tFs9F g 8wh /R 1DLE7AIPskW2Dn2G7 1
¥/8hvllgssAnt ThedSWN 9K x9ep JuynzdadnkxwlhlU01Ar T2R JD¥BMe 1gGQTGNhML
ZDBCRzx8x55McCOSMp g CAWIDAQABG 1 AwT j AdBg NVHR4EF g QUdM3 150y 01ivSjball
JJFe JHVe z/UwllwYDVRO JEBgwh o AUdM3 1G0y0iv3iballU T JFe JTHVez /URDATDYROT
BaAUwAwEB /zANBg kahk 1GSwOBAQUFAAOCAQEAETt vOZQIrHR+kMI6GhlpdAFt LHiv
hLhs=zGPuvteF+tqzoGWPLKB M+t Inz 1r8Mno Y5 9sWVhiIaTl1Ar AaJoWlyg38FQTAAY
hzCHzIHo/UebXhhakkeViVINiVC6/SqcErpZIlonBeFQ17af JTrHightUbEbloG [
TE+P g ASkDn TnmZbHEST6sW 92 ZFP SbcKz e Kz QA9SDkn TeEwt Tox12d3820a7 1vly

Figure 4-23 Import the Trusted Root CA from the Local Host
*  Import the trusted root CA from a remote TFTP server

On the Trusted Root CA tab, click the Import via TFTP action link in the Trusted Root CA
area and specify the parameters TFTP Server IP for SSL Cert and File Name in the Import
Certificate via TFTP area, then click the Submit action link, as shown in Figure 4-24.

(SSL Settings |[ DTLS Settings |[ CSR |[ Certificates/Key || Intermediate CA |[ Trusted Root CA |[ CRL CA |[ Cert Management || Statistics |

IMPORT CERTIFICATE ¥IA TFTP Cancel | Submit
TFTP Server IP for SSL Cert:

File Marne:

Figure 4-24 Import the Trusted Root CA from a Remote TFTP Server

Select the Client Authentication sub-tab under the SSL Settings tab, and check the Enable
Client Authentication check box in the Client Authentication area, as shown in Figure 4-25.

SSL Settings || DTLS Settings || CSR |[ Certificates/Key |[ Intermediate CA || Trusted Root CA |[ CRL Ca |( Cert Management || Statistics |

Client Authentication

CLIENT AUTHENTICATION

* Nota: Before enabling Client Authentication, please first disable the SSL, and import trusted roat CA certificate. Please remernber 0 go to the "SSL
Settings " tab fo disable 55, and go to the “Trusted Root CA" tab to import trusted Root CA certificate.

Enable Client suthentication: {¥]

Certificate Subject Filter:

* Note: The Certificate Subject Fifter is used to specify one or more cerdificate “Subject” filter rules. Each rule must start with a sfash, If more than
one rule is specified, rules will be enforced with an "AND™ relationship (alf rules must be matched). If this Ailter s empty, the system will not
perform fiftering on the "Subject” fields. The field value supports English, Chinese and Japanese.

e.g., single filter rule: fC=US
Ml filter rules: fO=US/ST=CA

CRL Online: [

Figure 4-25 Enable Client Authentication

Go back to SSL Settings > General, and enable SSL again by selecting the Enable SSL check
box in the General SSL Settings area.

©2015 Array Networks, Inc.
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Under the virtual site scope, select Site Configuration > AAA > Server > Client Certificates,
and click the Add Certificate Server action link in the Certificate Server Configuration area.
Specify the parameters as needed in the Add Certificate Server area and click the Save action

link to add a certificate server, as shown in Figure 4-26.

" General ][ Server ][ Method ‘” Rank ][ Accounting ‘” Group Mapping]
Client Certificates

ADD CERTIFICATE SERVER Cancel | Save & Add Another | Save
Server Name: oo
Display Name: |cc
Authenticate:
Authentication Type: Anonymous & Challenge & Mochallenge O
Search Certificate Field:
Authorize:
Server Type: LDAP (O LocalDB O External Group &
LDAP Server Configuration
Server Name:
Search Certificate Field:
Search LDAP Attribute:
Search User ID:
LocalDB Server Configuration
Search Certificate Field:
Default Group Name:
External Group
Certificate Field: |subject.st
Default Group Name: g1
Certificate SMS Confiuration: []

*Note. If the Server for Phane Number Retrieval is specified as an A44 server of the Client Certificate type, the Certificate SMS Configuration
dictates the specific type/fisldiattribute for the phone number

Figure 4-26 Add a Certificate Server

@« Note: Certificate authentication can be combined with DevicelD authentication. To
combine them, just select “DevicelD” from the Authentication Method drop-down list
and select the Enable Certificate Authentication check box.

Client Effect

Users can install the client side certificates from their local devices or external internet URL, and
assign the certificates to specified virtual sites.

©2015 Array Networks, Inc.
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Security certificate

Choose certificate

a certificate e from the
Issued to:

C=86,5T=Beijing,0=Array, OU=NEWAPP,
CN=Array New,E=support@arraynetworks.com.
cn

ational unit
P

URL| http://10.8.6.45//client.p12

External Storage (® ) Internet

rational unit
Validity:

v save password

Client Effect End

4.1.2 Authorization

After users pass the authentication, Authorization will assign enterprise resources to the users
based on usernames and groups.

To use the Authorization function, the administrator needs to define users and groups, define
resources, and assign resources to users or groups. This section will describe how to define users
and groups. For details on how to define resources and assign resources to users or groups, please
refer to section 4.2 Authorized Resources.

@« Note: When only DevicelD authentication is used, the username used to register the
mobile device will be used for authorization.

4.1.2.1 User/Group

The User and Group feature links are for LocalDB user and group account management.

To add a LocalDB user, select Site Settings > AAA > Authorization > Authorization, select the
Users feature link in the Basic Tasks area, and click + in the Users area, as shown in Figure 4-27.
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Users B, =] +
Lser <]

Figure 4-27 Users

Specify the parameters Username, Password, and Confirm Password in the Users area, and
click Apply to add a user, as shown in Figure 4-28.

Username; | test |

Password: | sens |

Confirmn Password: snne |

Figure 4-28 Add a User

To add a LocalDB group, select Site Settings > AAA > Authorization > Authorization, select
the Groups feature link in the Basic Tasks area, and click + in the Groups area, as shown in
Figure 4-29.

GROUPS
Groups -+
Group MNarne |EE

Figure 4-29 Groups

Specify the Group Name in the Add Group area, select specific users from the Available Users
table, and click >> to add them to the group, as shown in Figure 4-30.

ADD GROUP

Group Mame: | Groupl |

Awvailable Users Y Assigned Users

Iame i< [ame B
test

z001

<

Figure 4-30 Add a Group
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4.1.2.2 Group Mapping

With the Group Mapping function, AG can assign resources to users based on the external groups
to which they belong.

To use this function, the administrator can add a group mapping entry to map an AD, LDAP or
RADIUS external group to a local group. The users of the external group will be authorized with
resources that are authorized to the mapped local group.

To add a group mapping entry, select Site Settings > AAA > Authorization > Group
Mapping > Group Mapping, and click + in the Group Mapping area, as shown in Figure 4-31.

Group Mapping List Ay = |+

Local Group MHame External Group Mame ‘E‘?

Figure 4-31 Group Mapping

Select a LocalDB group from the Local Group Name drop-down list in the Group Mapping area,
and specify the External Group Name text box, as shown in Figure 4-32.

Local Group Marme: [ 1 - ]

External Group Marne: | |

Figure 4-32 Adding a Group Mapping Entry

@« Note: If the authentication method is not LocalDB, a corresponding LocalDB user/group
or group mapping for this user authentication method must be created for authorization.

4.1.3 Auditing

The Auditing function allows the administrator to view the session logs and traffic logs of
MotionPro clients.

On MotionPro Pilot, select Site Settings > AAA > Auditing, specify the Options parameter and
the Content text box in the Device Auditing area and then click Filter action link to search for
specific session logs. These session logs will be listed in the Device Auditing table, and can be
cleared or exported by clicking the Clear or Export action link, as shown in Figure 4-33.
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Filter | Clear |Export

Options I User Name - l

Content: | 2001 |

Device Auditing

Time: ‘LEVE| |Type ‘E\d | DevicelD User MName Message R
2013-10-24 1750149 INFO Session deletion succeeded,

2013-10-24 17:50:49 INFO {alg} 2001 WPM: Wirtual IP (1.0.0.1) has been released,

2013-10-24 17:50:49  NOTICE  wpn 2001 WPM; &0 existing YPN tunnel has been terminated,

2013-10-24 17:50049  INFO \"MotionProh"  1000000d  JFMECMA.. 2001 session idlietirme tirmeout

2013-10-24 17:50:49  INFO 2001 Session idletime has reached the configured limit {last active t

Figure 4-33 Device Auditing

4.2 Authorized Resources

The MotionPro virtual site can assign Web resources, Native Applications and DesktopDirect
resources to mobile users.

4.2.1 Secure Browser

Secure Browser is a build-in application of the MotionPro client for accessing Web resources. All
the data transmitted through Secure Browser will be encrypted by the SSL L3VPN tunnel.
Therefore, users are assured a higher level security when they access Web resource using Secure
Browser than other regular browsers.

Secure Browser supports the Post SSO function for Web resources. This function records the user
credential for logging into the virtual site and sends the user credentials to the Web server once the
Web resource is accessed. With this function, the user can log into the specified Web resource
without re-entering the user credential.

4.2.2 Web Resources

MotionPro can display the links to Web resources authorized for users on the MotionPro client.
Users can have direct access to authorized Web resources via Secure Browser by clicking these
links on the MotionPro client.

To complete the configuration of Web resources, the administrators need to configure the Web
applications.

4.2.2.1 Web App

On MotionPro Pilot, select Site Settings > Authorized Resources > Web Resources >Web
Resources, select the Web App feature link in the Basic Tasks area, and click + in the WebApp
area, as shown in Figure 4-34.
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Webapp

URL Diescription

S50 Folder

+
iz ]

Figure 4-34 Web App

On the WebApp tab, specify the parameters URL, Description, and Folder in the General
Settings area, and click Apply to add a Web app, as shown in Figure 4-35.

URL:

| ey, arTaynetw orks, com |

Diescription:

| Array Metworks |

Folder:

| e |

Figure 4-35 Add a Web App

On the Assignment tab, select the users or groups from the Type drop-down list in the

Assignment area, choose specific users or groups from the Available table and click >> to assign
the Web app to them, as shown in Figure 4-36.

Type:

[ Users - ]

Available
Marne

Assighed

al’

Mame

al

test
001

Array
test

<

Figure 4-36 Assign a Web App

On the WebApp tab, specify the parameters Post URL, Username Field, Password Field, Login
URL, Post Fields, and Custom Cookies in the SSO Items area, as shown in Figure 4-37.
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LRL: | http:ffdoc. arraynetworks, corm. o/ O |
Diescription: | OpenkM |
Folder: | Wieh |
Post LRL: | W OpenkMffrontend/j_security_check |
Usernarme Figld: | j_username
Password Field: | j_password

Post Figlds: | (Dptional)

|
|
Login URL: | | (Dptional)
|
| (Dptional, For Example: aaa=ddd;bbb=ees)

Customn Cookies: |

Figure 4-37 Post SSO

@ Note: For details, please refer to Appendix | Set SSO Parameters.

4.2.3 Native Applications

Native Applications are local applications installed on mobile devices. MotionPro allows the
administrator to create shortcuts to these applications; therefore users can directly and securely
access such applications through the portal. If an application is not already installed, users will be
prompted to download and install the application when they click the icon of the application on
the MotionPro Client.

Native Applications can be divided into two types:

*  SDK Built-in Native Applications integrate Application Tunnel API. All the data
transmitted through this type of applications will be encrypted by the SSL L3VPN tunnel
established by directly using the built-in application.

*  Other Native Applications do not integrate Application Tunnel API. In order to encrypt the
data transmitted through this type of applications, SSL L3VPN/IPsec VPN tunnels need to be
established using the VPN on Demand (VoD) function for accessing enterprise resources.

On MotionPro Pilot, select Site Settings > Authorized Resources > Native Applications >
NativeApp, and click + in the NativeApp area, as shown in Figure 4-38.

NativeApp -| +
MName Diescription 0S5 Type App Type Pararmeter |

Figure 4-38 Native Applications
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Specify the parameters Application Name, Description, OS Type, Application Type and
Parameters in the NativeApp area on the NativeApp tab, and click Apply to add a native
application, as shown in Figure 4-39.

| NATIVEAPD o Upload Icon | Delete Ioon

Application Name:
Description:
0S Type: i“i... - |

Application Type: |- SOK buil... Y. |

Parameters:

Figure 4-39 Add a Native Application

m/ Note:

e For Android, fill in the Application Name text box with the real application name to
match the local applications on the mobile devices, and the real application names are
listed on the Application manager settings of Android system.

*  ForiOS, the Parameters must be specified to match the local applications. For
example, the Parameters for Safari can be “http://www.arraynetworks.com”. If the
Parameters is not configured, the application will not be displayed on the MotionPro
client.

e  The uploaded custom icon has a higher priority than that of the Native application
itself. After the administrator uploads a custom icon using the Upload Icon button,
the custom icon will be displayed in the MotionPro client for the Native application.

On the Assignment tab, select the users or groups from the Type drop-down list in the
Assignment area, choose specific users or groups from the Available table and click >> to assign
the native application to them, as shown in Figure 4-40.

Type: [ users -

Availahle Assigned

@l
a

Iame [Mame

Array
test
ool

L

Figure 4-40 Assign a Native Application
Client Effect

Users can click the web links to access Web resources.
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Resources

@ Iy, o

Resources Logs Settings

Up...

OpenkKM
OpenkM

Array Networks

Ar

Access denied by security policy, please contact your administrator.

Users can click the shortcuts to access native applications. If an application is not already installed,
users will be prompted to download and install the application from the Google Play store or the
Apple App store.

g8

Resources

DesktopDirect

== DesktopDirect

MotionPro@VPN
MaotionPro( N

Application MotionPro@VPN has not
been installed. Would you like to search
it on Google Play Store?

Cancel

Client Effect End
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4.2.4 DesktopDirect Resources

MotionPro now integrates MotionPro Desktop as a Native Application, through which the
administrator can provide users with simple and secure access to DesktopDirect resources such as
desktops and applications.

To distribute the DesktopDirect resources to end users, the administrator needs to configure
DesktopDirect for a MotionPro type virtual site on DesktopDirect Pilot. For detailed configuration
information, please refer to the DesktopDirect 4.0 Administration Guide.

@ Note:

e ForiOS and Android to use the MotionPro Desktop feature, MotionPro client 2.1 or
higher is required.

*  To use the MotionPro client to access DesktopDirect resources, end users must install
the Microsoft RD client first on their devices.

4.3 VPN on Demand

MotionPro will automatically establish the VPN tunnel between the AG appliance and mobile
devices upon startup of a native application without VPN SDK built-in or access to intranet
resources. By default, all VPN resources can be accessed. The Authorized Network is
per-virtual-site, instead of per-user or per-group.

On MotionPro Pilot, select Site Settings > VPN on Demand > VPN on Demand > VPN on
Demand, and click + in the Authorized Network area, as shown in Figure 4-41.

Network Resources - |

Metwork Resources
0.0.0.0/0.0.0.0

Eﬂ+

Figure 4-41 Network Resources

Specify Network Resource in the Authorized Network area, and click Apply to add an
authorized network resource, as shown in Figure 4-42.

Metwork Resource: | |(FDrmat s [IP]f[Mask 1)

Figure 4-42 Add a Network Resource

@ Note: In split tunnel mode, data packets of applications on the mobile device will be
transmitted through the VPN tunnel only when the destination IPs matching the authorized
network. However, the data packets of the secure browser will always be transmitted
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through the VPN tunnel established for the secure browser only.

Click + in the Split DNS area, as shown in Figure 4-43.

Split DNS

Daormain Mames

]
a +

Figure 4-43 Split DNS

Specify Split DNS Domain Name in the Split DNS area, and click Apply to add a split DNS, as
shown in Figure 4-44.

Split DNS Dormain Marme: | |

Figure 4-44 Add a Split DNS
» VPN on Demand for Android
The standard SSL L3VPN tunnel will be established for Android clients, and it will not be
terminated until the user logs out.
Note: Split DNS does not work for Android.

* Insplit tunnel mode, the DNS servers defined on AG will always take effect for VPN
tunnel. If there’s no DNS server defined on AG, then the local DNS will take effect.

e In full tunnel mode, only the DNS servers defined on AG can take effect.

Client Effect
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MotionPro attempts to create a
VPN connection.

By proceeding, you are giving the
application permission to intercept all
network traffic. Do NOT accept unless
you trust the application. Otherwise,
you run the risk of having your data
compromised by a malicious
software.

: 10.8.6.88

00:20:05

Sent: 102239 bytes / 1056
packets

Received: 96253 bytes / 646 packets

¥ I trust this application.

Cancel Disconnect

Client Effect End
» VPN on Demand for iOS

The IPSec VPN tunnel will be established for iOS clients. When the VPN tunnel disconnects after
idle timeout, it can be restarted by launching the native application without VPN SDK built-in on
the MotionPro client or accessing a VPN on Demand (VoD) domain through Safari.

Click + in the VOD Domain area, as shown in Figure 4-45.

¥OD Domains -| *
Darnain Marmes |

Figure 4-45 VOD Domain

Specify VOD Domain Names in the VOD Domain area, and click Apply to add a VOD domain
name, as shown in Figure 4-46.

WD Domain Narmes: | Wiy, arFaynetworks.com.cn |

Figure 4-46 Add a VOD Domain Name
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B Note:

e The VoD domain cannot be configured as the virtual site FQDN or the domain name
of other application servers. Otherwise, the iOS client will try to establish the VPN
tunnel first when end users log into the virtual site or access the application server.
As a result, end users cannot log into the virtual site with the MotionPro client or
may fail to access the application server.

*  Please make sure that ports 500 and 4500 can work normally.

Client Effect

Description

Received 2013-10-24

Contains 2 Certificates
VPN Settings

More Details >

299 Note: For iOS devices, the VPN profile must be installed to establish the IPSec VPN
B tunnel with AG. The administrator needs to instruct end users to reinstall the VPN profiles
on iOS 7 or earlier in any of the following situations:

e The IP address of the virtual site has changed.

e The server certificate, root CA or intermediate CA is activated or deactivated for the
virtual site.

e The VoD domain is added, deleted or edited for the virtual site (end users should
reinstall the VPN profiles if they use the VPN on Demand function).

Client Effect End
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Chapter 5 Enterprise Application Store

The Enterprise Application Store function provides the administrator with a convenient and
effective way to release and upgrade enterprise applications to mobile users.

The administrator can upload the enterprise application packages or add the enterprise application
links to the Enterprise Application Store of the MotionPro virtual site. After the administrator
associates these enterprise applications with Native Applications which have been authorized to
specific users, these users will have privileges to install or upgrade the enterprise applications with
the MotionPro client.

5.1 Add Enterprise Applications to the Enterprise
Application Store

On MotionPro Pilot, select Site Settings > Enterprise Application Store > Enterprise
Application Store > App Store, click + in the App Store area, as shown in Figure 5-1.

Applications List Gy = | +
A Marne Platform Diescription Assoriated Mativesnn Location |E3

Figure 5-1 Enterprise Application Store
» Upload a Local Enterprise Application Package
*  Upload the enterprise application package for iOS

On the App Management tab, select the Platform as “iOS” in the Properties area. Specify the
parameters App Name, Description and Location (as “Local™). Click Apply to save the
configration first, then specify the parameter Application Type and click the Upload action link
in the App Package area to upload local application packages. All the packages uploaded will be
listed in the Packages L.ist table and can be activated or removed by clicking the Activate or
Remove action link, as shown in Figure 5-2.

App Marne: | Desktop Direct |
Description; | Desktop Direct |
Platform: [ i0S - l
Associated Nativespp: [ v ]
Location: ® Local O External
App 1D net.arraynetworks.asap
Upload | Remove | Activate

Application Type: @ For Ml Devices O For Phone O For pad

Packages List
“Wersion MName File Size Upload Date Application Type Status <]

10 734 MB 2014-01-06 14:30:19  For Phane Active

©2015 Array Networks, Inc.
All Rights Reserved. 39



= Array

NETWORKS Chapter 5 Enterprise Application Store

Figure 5-2 Upload a Local Application Package for iOS

@ Note: The iOS enterprise application packages need to be re-uploaded to the Enterprise
Application Store if the IP address, port or FQDN of the virtual site is changed after they
have been uploaded.

*  Upload the enterprise application package for Android

On the App Management tab, select the Platform as “Android” in the Properties area. Specify
the parameters App Name, Description and Location (as “Local™). Click Apply to save the

configration first, and then click the Upload action link in the App Package area to upload local
application packages. All the packages uploaded will be listed in the Packages L.ist table and can
be activated or removed by clicking the Activate or Remove action link, as shown in Figure 5-3.

App Name: | DesktopDirect |
DiEscription: | DesktopDirect |
Platforrn: I Andraid - ]
Associated Mativespn: I v ]
Location: @ Local O Externa
App 10 com.desktopdirect. client

Upload | Remove | Activate

Packages List

Wiersion Marne “igrsion Murm File Size Upload Date StatLs [ia]
1.5.86 18 3.39MBE 2013-12-03 13:57:45 Artive

Figure 5-3 Upload a Local Application Package for Android

@ Note: The App ID of the first application package uploaded will be saved and cannot be
changed. After that, only packages sharing the same App ID can be uploaded for this
application.

After uploading the local package, choose the specific Native Application to be associated from
the Associated NativeApp drop-down list in the Properties area, as shown in Figure 5-4.

App Name: | Desktoporact |
Description: | DesktopDirect ‘
Platforrm: [ Android X ]
Assoriated MNativesnn: | - ‘

Location:
App ID:
e MotionProd@yP

Figure 5-4 Associate the Local Application Package with a Native Application
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@ Note: To remove an application from the Enterprise Application Store, the administrator
must remove it before removing the associated Native Application.

» Add an Enterprise Application from an External Link

*  Add the application link for iOS

On the App Management tab, select the Platform as “iOS” in the Properties area. Specify the
parameters App Name, Description and Location (as “External”). Enter the official Apple App
store installation link of the application package in the Location URL text box, as shown in
Figure 5-5.

App MNarne: | Desktop Direct ‘

Description: | Desktop Direct ‘

Platform: [ iCIS - ]

Associated Nativedpn: [ - ]

Location: O Local ® Externa

Location URL: | https: ffitunes. apple.com usfapp/arra ‘ (Far D05 applications, please fil in the official AppStore address)

Figure 5-5 Upload an Application Package Link for iOS
*  Add the application link for Android

On the App Management tab, select the Platform as “Android” in the Properties area. Specify
the parameters App Name, Description and Location (as “External”). Enter the installation link
of the application package in the Location URL text box, as shown in Figure 5-6.

App Mame: | MotionPromyPM |
Description: | MotionPro@/PN |
Platform: [ Android v ]
Associated MativeApp: [ - ]
Location: O Local @ External

Location URL: | https:{fnlay.google. comyfstarefappsfc |

Figure 5-6 Upload an Application Package Link for Android

After adding the package links, choose the specified Native Applications to be associated from the
Associated NativeApp drop-down list in the Properties area, as shown in Figure 5-7.

App Harme: | MationPro@yrPN |
Description: | MotionPro@yPH |
Platform: [ Andraid v ]

Associated MativeApp:

Location:

Location URL:
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Figure 5-7 Associate the Application Package Link with a Native Application

Note: The application package links can only be associated with Native Applications that

@ are not installed. Only under this circumstance, when users click the Native Application
icon and the corresponding local application cannot be launched, the client will try to
access the associated application package link; otherwise, the client will just launch the
local application.

5.2 Release Enterprise Applications to Mobile Users

The Enterprise Application Store function can help the administrator to release enterprise
applications to mobile users.

When the Enterprise Application Store releases a new enterprise application, the icon of the
application and the Install button will be displayed on the MotionPro clients after mobile users
successfully log into the MotionPro virtual site and have privileges to this application. Mobile
users can install this application on their mobile devices by simply clicking the Install button.

When the Enterprise Application Store releases an updated enterprise application, the Update
button will be displayed for the application on the MotionPro clients. Mobile users can update this
application on their mobile devices by simply clicking the Update button.

If the enterprise application to be released comes from an external URL, the Enterprise
Application Store can release this application as a new application and the Install button will not
be displayed. After clicking the icon of this application on the MotionPro clients, mobile users can
download and install this application from the external URL.

Client Effect

After associating the enterprise application packages with Native Applications, mobile users will
be notified when updated versions of the Native Applications are available.
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™ Iy o

Resources Logs Set‘ti’ngs

. Web . Web

DesktopDirect 2 DesktopDirect

De pDirect D opDirect

MotionPro@VPN MotionPro@VPN
MotionProf N ’ MotionPro

After associating the application package links with Native Applications that are not installed yet,
the client will try to access the associated application package link.

MotionPro@VPN

ARRAY NETWORKS

Application MotionPro@VPN has not

been installed. Would you like to search
it on Google Play Store?

7 ke ek
Cancel

Q +1 | 4 people +1'd this
Description

This application can work with AG-0S 9.2.2 and high to

support bel

Standard VPN, Support TCP/UDP/ICMP traffics to

intranet, support split tunnel and full tunnel mode

Support two-way certificate verify, support soft certificate

integration

Client Effect End
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Chapter 6 Enterprise Application Security

6.1 Security Policy

The Security Policy function allows the administrator to define different levels of security policies
for the client and the server sides. These policies will execute automatically without the
administrator’s intervention if the conditions of the policies are met.

6.1.1 Client Policy

The Client Policy function allows the administrator to define the client verification rule and apply
the rule to specific users or groups. Actions defined in the rule will be performed when the
associated trigger and conditions are met.

»  Basic configuration steps

On MotionPro Pilot, select Site Settings > Enterprise Application Security > Security
Policies > Security Policies, select the Client Policy feature link in the Basic Tasks area, and
click + in the Client Verification area, as shown in Figure 6-1.

Import Rule Content | Export Rule Content

Rules - | +
Rule ]

Figure 6-1 Client Verification

On the Rule tab, specify the parameters Name and Trigger in the Rule area, then right-click
Begin Rule and select Add Condition to add a condition for the rule, as shown in Figure 6-2.
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harne: | test rule |

Trigger: [ Post-Login = ]

Begin Rule

Add Condition k

05 Yersion

Metwork Type

WiFi S5I0

Device Passoode Skate
Allovs Mon-Signed Apps
05 Device Type

Device Jaibroken

App Installed

Manufacturer

Figure 6-2 Add a Condition for a Rule

Right click the added condition and select Add Action to add an action for the rule. For example,
certain message can be displayed to users using Android OS type, as shown in Figure 6-3.

Marne: | kest rule |
Trigger: [ Past-Lodin - l
Beqgin Rule
» CONDITION - 05 Type

CASE - Android

Aadd Ackion k Log Message
Terminate Session
Alert User

Prampt Lser

End Rule

Figure 6-3 Add an Action for a Rule

On the Associations tab, select the users or groups from the Associate With drop-down list in the
Associations area, choose specific users or groups from the Available table and click >> to assign
client verification rules to them, as shown in Figure 6-4.
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ASSOCIATIONS
Associate with: Lsers X
Available 4 ! Groups Assigned
Marne s MHame &3
Array Array

2001

<<

Figure 6-4 Associate the Client Verification Rule

To export a client verification rule, select a rule entry in the Rules table in the Client Verification
area, click the Export Rule Content action link and click the Yes button in the prompted

Confirm message box, as shown in Figure 6-5. Then choose a local path to save the file
containing the configuration of the rule.

CLIENT YERIFICATION Import Rule Content | Export Rule Content

Rules - | +

a |}

Fule

Are you sure you want ko export rule content For this rule?

Figure 6-5 Export the Client Verification Rule

To import a client verification rule, click the Import Rule Content action link in the Client
Verification area and click the Upload button in the prompted Import Rule Content dialog box
to upload a file containing the configuration of the rule, as shown in Figure 6-6.
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CLIENT ¥ERIFICATION Import Rule Content | Export Rule Content

Rules - | +

Chapter 6 Enterprise Application Security

Rule A B

Import Rule Content »

Figure 6-6 Import the Client Verification Rule
Client Effect

According to the example mentioned above, after login, an alert message will be displayed to
users using Android OS type.

A Alert

Welcome

(0]¢

Client Effect End
»  Detailed description of the rule-related options
Trigger:

*  Pre-Login: CANNOT be assigned to any user or group because it affects all users by default.
The check takes effect right before user login.

e Post-Login: MUST be assigned to a user or group. The check takes effect right after user
login.

*  Timer: MUST be assigned to a user or group. The check takes effect at a specified time after
user login.

©2015 Array Networks, Inc.
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Condition:

OS Type: iOS or Android

OS Version: a string to fully match the OS version, such as “6.0.2” or “Android4.2”. Note
that:

- For iOS devices, the string is the version number which is exactly the same with that on
the device. For example, “6.0” cannot stand for iOS 6.0.x devices.

- For Android devices, the string is consisted of two parts: Case-sensitive OS type
“Android” and the version number which can only be two digits. For example,
“Android4.2” stands for Android 4.2.x devices. There is no space character between the
OS type and the version number.

Network Type: Cellular or WiFi

WiFi SSID: a string list to fully match the WiFi SSID. Generally speaking, WiFi SSID is the
name of the WIFI used on the device, and can be found in the WiFi settings of the device,
such as “MyWIFI”.

Device Passcode State: On or Off, to check whether the passcode of the device is enabled.

Allow Non-Signed Apps: True or False, to check whether the Android device allows
non-signed applications.

iOS Device Type: iPhone or iPad, to choose what type of iOS device the action should
perform on.

Device Jailbroken: True or False, to check whether the iOS device is jailbroken, or the
Android device has root access.

App Installed: to check whether the specific application is installed on the device.

Manufacturer: to check whether the device is of the specific manufacturer, such as Samsung
or Apple.

@« Note: The administrator cannot define conditions under another condition.

Action:

Log Message: send the message to the AG appliance in silence.
Terminate Session: terminate the session and enforce user to log out.
Alert User: prompt an alert message to the user.

Prompt User: prompt the message to the user with a log message and two options, the log
message and the option selected by the user will be sent to the AG appliance.

End Rule: this is a sign indicating the end of a rule. For example, if there are three actions in
this rule, and this “End Rule” is the second action, then the third one will be skipped.

©2015 Array Networks, Inc.
All Rights Reserved. 48



~Array

NETWORKS Chapter 6 Enterprise Application Security

6.1.2 Server Policy

The Server Policy function allows the administrator to define the remote device management
policy. The actions defined in this policy will be performed when associated conditions are met.

For example, through the blacklist/whitelist policy, the MotionPro server will install whitelist
applications on the mobile devices automatically, or the MotionPro server will terminate the VPN
session when blacklist applications are installed on mobile devices.

»  Basic configuration steps

On MotionPro Pilot, select Site Settings > Enterprise Application Security > Security
Policies > Security Policies, select the Server Policy feature link in the Basic Tasks area, and
click + in the Policy area on the Policy tab, as shown in Figure 6-7.

Policy List A = +
Policy Mame ‘ﬁ
whitelist

Figure 6-7 Add Server Policy

On the Policy Management tab, specify the parameters Policy Name, Execute Condition When
and Break in the Properties area, as shown in Figure 6-8.

Palicy Marme: whitelist ‘
Execute Condition When: @ Meet Al Conditions O Meet Any Condition
Break: O (Once checked, the latter policies wil be ignored)

Figure 6-8 Set Sever Policy Properties

Specify the parameters Condition Name, Subject, Predicate and Content of the policy condition
in the Policy Condition area, and click Add action link to add the condition to the Condition List
table, as shown in Figure 6-9.

Add | Remove

Condition Name: ‘ Mot Installed | B Applications
Subject: [ ManagedApplicationList = l Application: DesktopDirect
i0S Andraid
Predicate: [ not_include v l
) DesktopDirect
Contont] Choose Apps

(]

Condition List

Condition MName Subject Predicate Content B

Mot Installed ManagedapplcationList not_include: DesktopDirect:

Figure 6-9 Set Server Policy Condition

Specify the Action parameter in the Policy Action area, and click Add action link to add the
action to the Action List table, as shown in Figure 6-10.
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Add | Remove

Action: auto_jnstall ¥

Action List
Action | stop_von ‘ (i
auto_install

Figure 6-10 Set Server Policy Action

The newly added policy is listed in the Policy List table in the Policy area, as shown in Figure 6-7.
On the Assignment tab, specify the Type parameter and assign the available policy, as shown in

Figure 6-11.
Search | Move Up | Move Down
Type: Global -
Available Y assigned sy
Mame i} Mame i)
whitelist whitelist

==

Figure 6-11 Assign the Policy

» Detailed description of the rule-related options

Properties:

Policy name: specify the name of the policy.

Execute Condition When: the administrator can define multiple conditions in the Policy
Condition area. Meet All Conditions means the action will be executed only when all of the
conditions are met. Meet Any Condition means the action will be executed when any of the
conditions is met.

Break: If this option is selected, when the action of this policy is executed, other policies
associated to the same user will not be executed. If this option is cleared, every policy will be
executed if the conditions are met.

Policy Condition:

Condition name: specify the name of the condition.

Subject, Predicate and Content: these three parameters specify the detailed configuration of
a condition.

- If the Subject is “username” or “group”, Predicate is “==", and the Content is “admin”,
that means when the login user or group is “admin”, the action defined in the Policy
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Action area will be executed immediately. If the Predicate is “!=", that means when the
login user or group is not “admin”, the action will be executed.

- If the Subject is “InstalledApplicationList”, Predicate is “intersect”, and the Content is
“Microsoft Remote Desktop”, that means when the Microsoft Remote Desktop is in the
Installed Application List, the action defined in the Policy Action area will be executed
immediately. Note: The administrator can get the name of an Android application
through System Settings > Applications list on the Android device.

- If the Subject is “ManagedApplicationList”, Predicate is “not_include”, and the
Content is “Microsoft Remote Desktop”, that means when the Microsoft Remote
Desktop is not in the Managed Application List, the action defined in the Policy Action
area will be executed immediately. Note: The Content of “ManagedApplicationList”
can only be selected from the applications in the Enterprise Application Store by
clicking the Choose Apps button besides the Content text box.

Note: To view the “InstalledApplicationList” or “ManagedApplicationList”, specify the

@ Type drop-down list in the Resource Information area, which can be accessed by double
clicking one specific entry in the Devices table of Enterprise Application Security >
Remote Device Management, as shown in Figure 6-16 and Figure 6-17.

Policy Action:

e stop_vpn and auto_install: the action *“stop_vpn” can be executed for any condition while
the action *“auto_install” can only be executed when the condition Subject is
“ManagedApplicationList”.

6.2 Remote Device Management

The Remote Device Management function allows the administrator to remotely operate mobile
devices. To realize this function, the Mobile Device Management (MDM) server is used to
manage various remote operations such as installing or uninstalling applications, restoring factory
settings, locking screen and clearing passcode.

6.2.1 Enable MDM and Set MDM Properties

On MotionPro Pilot, select Site Settings > Enterprise Application Security > Remote Device
Management > Remote Device Management. In the Property area, select the Enable MDM
check box and import the remote device management certificate by clicking the Browser button
of Import MDM Certificate. Specify the parameters Device Check Interval, Device Inactive
Check Times, Database Check Interval and APN SSL Reconnect Interval (iOS only) if
required, as shown in Figure 6-12.
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Enable MOM;

Imnport MDM Certificate: mdm_apn.cert

Device Check Interval: (Interval for MOM server to check mobie device status)

Device Inactive Check Times: (Max times of consecutive device checks for setting mobile device status as inactive)

Database Check Interval: (Interval for MOM server to check database for notification to be sent to maobile devices (Android) or APM (I0S))

APMN 551 Reconnect Interval(ios only): (Interval of S50 reconnection between MDM server and Apple push notification (APM) server)

Figure 6-12 Enable Remote Device Management

@ Note: To use this function, please make sure that ports 65200 and 65202 can work
normally.

Before a mobile device can enroll in the remote device management, it must be registered
with exactly the same username and DevicelD in Device Registration and Management
first.

To register another user who shares the same device with an already registered user, select
the Bind Username check box as mentioned in section 4.1.1.1 DevicelD Authentication,
as shown in Figure 6-13.

Reject Unregistered Device: O
RULD Approe: [
Bind Lisername: [
Maximum Devices Per User: | 2 |
Maxirnurn Users Per Device: | 3 |

Figure 6-13 Bind Username

The user will be asked to register his/her username when login. After registration, different
users with the same device will be listed in the DevicelD Accounts table separately in the
Device Registration and Management area, as shown in Figure 6-14.

Search By: [ user ame -
Search For | |
DevicelD Accounts - +
User Mame Device ID - | Device Mama Status 5
test 4E460B10-55C5-4E77-8254-9223050F45076 iphone |Apple;iPhones, 2;i0S 7.0.4 approve
test JAMECMAQFCPDRHET IHZ0S04CLFOCHIYKEDPGAY ADCYE = test [samnsung; GT-19228; Android 4.1.2 apprave
mdm JPMECMAQFCPDRHET IHZ0S04CLFOCHI Y KODPGAY ADCYE = mdm |samsung; GT-19228; Android 4.1.2 approve

Figure 6-14 DevicelD Accounts

Client Effect

After login, users will be promoted to join remote device management (MDM).
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Join MDM to enhance safety for your
device.

Join MDM

Client Effect End

After joining MDM, all the information of registered devices will be listed in the Resources area
and can be viewed according to Devices, Users or Groups, as shown in Figure 6-15.

Clear Passcode | Device Lock | Install Application | Erase Device
® Devices O Users O Groups O Tasks

‘ Devices

Device Name User Name | Group Mame | Type

Status | Device 1D

test |samsung; GT-19 fndroid 4.1.2 Android | Active J7ME

Figure 6-15 Resource Information

6.2.2 Device Status/Application Poll

»  Device Status

After enrollment, the MDM server will timely update device status including:
* Un-joined

* Unmanaged: Join but check out

e Active: Join and can manage

*  Un-active: Join but offline

»  Application Poll

The MDM server can also timely update the application status of the device:

* Installed Application List: List the information of all the applications installed on the
device.
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*  Managed Application List: List the information of the applications managed by the MDM
server.

Double click one specific entry in the Devices table, and select “Installed Application List” from
the Type drop-down list in the Resource Information area, and all the installed applications of
this device will be listed in the Installed Application List table, as shown in Figure 6-16.

Type: Installed application List -

Installed application List
Anplication 10 Application MNarne Wiarsion ‘EE
cloudty. hdwidgets HD Widgets 3.9.5
cn.com. fetion Fetion 3.0.7
Com.Junar Qunar Travel 0.4 |:|
com.amazon.kindle Amazon Kindle 4,2,0.34
com.android,. chrome Chrome 29.0.1547.72
com.autonavi.minimap Amap 5.2.0

Figure 6-16 Installed Application List

Select the “Managed Application List” from the Type drop-down list in the Resource
Information area, and all the managed applications of this device will be listed in the Managed
Application List table, as shown in Figure 6-17.

Type: Managed Applcation List v ]

Managed Application List - |

Application Mame | Status ‘ﬁ
com.desktopdirect . client Managed

Figure 6-17 Managed Application List

6.2.3 Remote Device Action

» Install/Uninstall Application

To install an application, select the specific devices, users or groups to be installed on, and click
the Install Application action link. Specify the Task Name text box, select the application to be
installed from the Apps drop-down list in the Task message box and click the Ok button, as
shown in Figure 6-18.

Clear Passcode | Device Lock | Install Application | Erase Device
O Devices ® Users O Groups O Tasks

Users 9 ‘

User |E*3

Task Name: Install Application
Platform; O 05 @ andraid

Figure 6-18 Install an Application
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Client Effect

Cloud

Resources Settings

Do you want to install this application?

Allow this application to:
* Your personal information
m lor

- Web
Cloud

E DesktopDirect Update

DesktopDirect

MotionPro@vPN

MotionPro@Ey

Cancel

Your location

MNetwork communication

Hardware controls

take pictures and videos

Phone calls

Cancel Install
Client Effect End

To remove an application, select the application to be removed from the Managed Application
List (see Figure 6-17) and click - to remove it.

» Restore Factory Settings

To wipe all the data of a device, select the action target and click the Erase Device action link in
the Resources area, and click the Ok button to add the task, as shown in Figure 6-19.

Clear Passcode | Device Lock | Install Application | Erase Device
O Devices ® Users O Groups O Tasks

Users % ‘

test

CONFIRM
Device Erase wil reset device to factory default, Are you sure you want to this

Figure 6-19 Restore Factory Settings
» Lock Screen

To lock the screen of a device, select the action target and click the Device Lock action link in the
Resources area, specify the Task Name in the Task message box and click the Ok button to add
the task, as shown in Figure 6-20.
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o EG Clear Passcode | Device Lock | Install Application | Erase Device
LESOURCES ® Devices O Users O Groups O Tasks
[ Devices Q=1

Device Marne User Marne Group Name Status Device ID
test |samsLng; G T-19 drod 4.1.2 2ndroid IFMECMAQ

Figure 6-20 Lock Screen
» Clear Passcode

To clear the passcode of a device, select the action target and click the Clear Passcode action link
in the Resources area, specify the Task Name in the Task message box and click the Ok button
to add the task, as shown in Figure 6-21.

o EG Clear Passcode | Device Lock | Install Application | Erase Device
LESOURCES ® Devices O Users O Groups O Tasks

‘ Devices Q= ‘
Device Marne User Marne Group Name Device ID
Android J7MEOMAQFCPORHBZ H3

test [samsung; G

Task Mame: Clear Passcode]

Figure 6-21 Clear Passcode

After adding tasks, select the Tasks radio button to view the status of each task in the Tasks table,
as shown in Figure 6-22.

RESTURCES O Devices O Users O Groups ® Tasks

Tasks & =
Task Mame Task Type CMD Murnbers Success Murnbers Failure Mumbers Create Time |EE
Clear Passcode ClearPasscode 1 1 0 Tue Dec 10 2013 10..
Device Lock DeviceLock 1 1 0 Tue Dec 10 2013 10..
Install Application Instal&pplication 1 1 0 Tue Dec 10 2013 10..

Figure 6-22 Tasks

Click the task to view the task information listed in the Task Information table in the Task
Information area, as shown in Figure 6-23.

TASK INFORMATION

Task Information

Device [0 Status Errar
J7MECMAQFCPDRHE? IH30S04CLFOCHIYKIDPGAW ADCWE = Success

a

Figure 6-23 Task Information
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Chapter 7 System Monitor
7.1 System Monitor
7.1.1 Device Registration and Management

7.1.1.1 Device Registration

The administrator can register devices to the system in advance.

On MotionPro Pilot, select System Monitor > System Monitor > Device Registration and
Management > Device Registration and Management, click + to add a DevicelD account for a
mobile device, as shown in Figure 7-1.

Search

Search By: I User Mame = l
Search Far: | |

DevicelD Accounts -| +
Lser Mame |Device jin} |Dewce Mame Status v ‘E‘?

Figure 7-1 Device Registration

In the Device Account area, specify the parameters Username, Device_ID, Device_name and
Status, as shown in Figure 7-2.

llzername: | |

Device_I0: | |

Device_name: | |

Status: approve v

pending

dery

Figure 7-2 Add a Device Account

Mobile users can register their devices during the DevicelD authentication (please refer to section
4.1.1.1 DevicelD Authentication) when the devices have not been registered. Note that the
administrator needs to provide the mobile user with a LocalDB username and password to be used
for registration. For details about how to add a LocalDB user, please refer to section 4.1.2.1
User/Group.
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7.1.1.2 Device Management

After device registration, the administrator can monitor and manage device status.

On MotionPro Pilot, select System Monitor > System Monitor > Device Registration and
Management > Device Registration and Management, and all the registered devices will be
listed in the DevicelD Accounts table in the Device Registration and Management area. Specify
the Search By drop-down list and the Search For text box, and click Search action link to search
for specific device information, as shown in Figure 7-3.

Search

Search By: I User Mame h 4 l
Search For: | |
DevicelD Accounts = o+
Lser Mame Device [0 Device Mame |Status (i}
=001 JZMECMAQRCPORHEZ IHI0SO4CLFOCHIYKODPGAY AQCYE = ANDROID |sarmsung; GT-19228; Android 4.1.2 approve
test HP Y HW SHAO0BE TS DGHWRMUR Y AXWHONOWIMESGPE5WC = iphone |&pple;iPhone 405 5.1.1 approve
Brray HPYHWSH40BSTBISDGHWRMURY AXWHOKOWI MGSGPGSW = iphone |&pple;iPhone 4;i05 5.1.1 approve
[l ]

Figure 7-3 DevicelD Accounts List

Click the specific DevicelD account entry, and specify the Status drop-down list, as shown in
Figure 7-4.

Username: [ 2001 |
Device_ID: | JAMEOMAQFCPDRHEY IH30S04CLFOC |
Dievice_harne: | ANDROID | samsuUng; GT-19228; Android |
Status: apprave =

Figure 7-4 Manage a Device Account
The administrator can set status of devices to:
*  Approve: Device access is permitted.
*  Pending: Device access is not permitted until status is approved by the administrator.

*  Deny: Device access is not permitted.
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7.1.2 DevicelD Import and Export

The Import and Export function allows the administrator to:

* Import the device IDs from a configuration file on the appliance’s disk or the specified
remote TFTP server to the virtual site’s database.

*  Export the device IDs from the virtual site’s database to a configuration file on the
appliance’s disk or the specified remote TFTP server.

Select System Monitor > System Monitor > DevicelD Import and Export, specify the Options
parameter and other parameters as required, and then click the Import or Export action link in the
upper-right corner of the DevicelD Import and Export area, as shown in Figure 7-5.

Import | Export
Options: O File ® TFTP

IP Address: | |

File Marne: | |

Figure 7-5 Import or Export the Device IDs

@/ Note:

e The files imported from the appliance’s disk or the remote TFTP server must be in the
UTF-8 encoding format. Otherwise, the importing might fail.

*  The files exported to the appliance’s disk or the remote TFTP server are in the UTF-8
encoding format. To read or edit the exported file, make sure that your file viewer or
editor supports UTF-8 encoding.

7.1.3 Session Management

The administrator can also manage mobile client sessions.

On MotionPro Pilot, select System Monitor > System Monitor > Session Management >
Session Management, and all the active sessions will be displayed in the Active Sessions table in
the Session Management area. Specify the parameters Session Type, Session User Name and
Session DevicelD as filters to search for specific sessions, as shown in Figure 7-6.
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Search

Session Type [ 35l - l
Session Liser Name | z001 ‘
Session DevicelD | ‘
Active Sessions -
Session Lser Mame |Sesswon Type |Sessmn D Session Agelthhirnmm:ss) | Last Active(hhirnm:ss) | Authenticate Device 1D Parent Session ID B
001 ssl CSCFSC28 00:12:47 00:12:42 Authenticated FMEOMAG.. 0O

Figure 7-6 Session Management

To terminate specific sessions, select the active session entry and click -.

@« Note: MotionPro session behavior changes in different situations:

e  For Android devices:

AG will update the “Last Active” timer for the SSL session once there is real traffic
in the SSL VPN tunnel, and will terminate the SSL session after lifetime/idle
timeout.

e ForiOS devices:

- If the IPSec session is established via the Microsoft RD client, AG will update
the “Last Active” timer for the parent login session and the child IPSec session
simultaneously every 5 seconds until both sessions are terminated after lifetime
timeout.

- If no IPSec session is established, AG will update the “Last Active” timer
according to MotionPro login/logout action and terminate the login session after
lifetime/idle timeout.

7.2 System Management

7.2.1 Import and Export

The Import and Export function allows the administrator to:

Import the MotionPro CLI configurations from a configuration file on the appliance’s disk or
the specified remote TFTP server to the virtual site’s database.

Export the MotionPro CLI configurations from the virtual site’s database to a configuration
file on the appliance’s disk or the specified remote TFTP server.
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Select System Monitor > System Management > MotionPro Import and Export, specify the
Options parameter and other parameters as required, and then click the Import or Export action
link in the upper-right corner of the MotionPro Import and Export area, as shown in Figure 7-7.

Import | Export
Optians: ) File ® TFTP

IP Address: | |

File Marne: | |

Figure 7-7 Import or Export the MotionPro Configurations

@/ Note:

e The files imported from the appliance’s disk or the remote TFTP server must be in the
UTF-8 encoding format. Otherwise, the importing might fail.

*  The files exported to the appliance’s disk or the remote TFTP server are in the UTF-8
encoding format. To read or edit the exported file, make sure that your file viewer or
editor supports UTF-8 encoding.

7.2.2 Backup and Restore

The administrator can back up the MotionPro configurations to the remote TFTP server or restore
the MotionPro configurations from the remote TFTP server.

Select System Monitor > System Management > MotionPro Backup and Restore, specify the
parameters TFTP Server IP and File Name, and then click the Backup or Restore action link in
the upper-right corner of the MotionPro Backup and Restore area, as shown in Figure 7-8.

Backup | Restore

TFTP Server IP; | |

File: Mame: | |

Figure 7-8 Back Up or Restore the MotionPro Configurations

@/ Note:

e The files backed up to the remote TFTP server are in the UTF-8 encoding format. To
read or edit the backed up file, make sure that your file viewer or editor supports
UTF-8 encoding.

*  The files restored from the remote TFTP server must be in the UTF-8 encoding
format. To read or edit the restored file, make sure that your file viewer or editor
supports UTF-8 encoding.
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7.2.3 Portal Configuration

The administrators can configure whether a specific tab page will be displayed on the MotionPro
portal. With this function, administrators can hide corresponding tab pages from end users when
the system does not have the specific feature licensed.

Select System Monitor > System Management > MotionPro Portal Configurations, and
specify the parameters Web, Application and Desktop in the Tabpage Configurations area, as
shown in Figure 7-9.

web: ® Display (O Mot Display
Application: ® Display (O Mot Display
Deskbop: ® Display (O Mot Display

Figure 7-9 Configure Tab Page Display Mode
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Appendix | Set SSO Parameters

Use HttpWatch Professional to help specify the parameters in SSO Items area.

HttpWatch Professional is a browser plug-in that collects and displays information about
websites. After installation, launch it and then access the Web application to be added, as shown
in Figure I-1.
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L3

Password

Language

L Bty fglcionr | [ View = |51 Somasry [0} Fint = Trideer « s+ g+ i Tedsr P omalp - o
arted Tie Chat T Rasutt Troe UL
] 00:00:00.000 CpenkM Logn
Py o oo 0 el mdicharse., . Wit etk
a0 oo o gy gk vk
e

S Page Swsaary for *OpasdN Legin® (2 regusnts)
Parformance |Timings | Staves Codus | Eroor

Dmscrption ko | Unte

Uagend Tame 0129 sacords
Network Round Trps H
Domarksaded Ciats 1S Lytm
Lpoaded Data LD bytes
HTTF Compression Savings 0 bytes

o Lockign o
TP Connects 1

Figure 1-1 Enable HttpWatch Professional

After login, user credentials are recorded on the Headers and Post Data tabs, as shown in Figure
I-2 and Figure I-3.

Owerwiew | Time Chart | Headers |Cosckies | Cache | Huery String | POST Data | Content | Stream

Headers Sert Yalue ||
(Request-Line) POST JOpenkMffrontend/i_security_check HTTP/1.1
Accept image/gif, image/jpeq, image/pijpeq, image/pijpeq, application):-shockwave-Flash, application)x-silverlight, application)*

Accept-Encoding  gzip, deflate
Accept-Language  zh-cn
Cache-Control no-cache w

Figure 1-2 Get Post URL Parameter

Owerwiew | Time Chart || Headers || Cookies | Cache || Query String| POST Data |Content | Stream

Mime Type:  application)x-vwwaw-Farm-urlencoded

Parameter Yalue
j_language en-ah
j_password
j_username kest
submik Login

Figure 1-3 Get Username and Password Parameters

Specify the SSO parameters in the SSO Items area, as shown in Figure 1-4.
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The parameter Post URL is the regular website URL followed by the highlighted part in Figure
I-2. The parameters Username Field and Password Field are the corresponding parameters
indicating the user credentials in Figure I-3.

GEMERAL SETTINGS

URL:

Description:

Folder:

| http:ffdoc. arraynetworks.corm. cnfOp |

| Openkd |

| Web |

550 ITEMS

Post LRL:
Username Field:
Passwiord Field:
Login URL:

Post Fields:

Custom Cookies:

| WOpenkM/frontend/i_security_check |

| j_Username

| j_password

(Optional)
(Optional)

(Optional, For Example: aaa=ddd;bbb=eee)

Figure 1-4 Set SSO Parameters
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Appendix Il FAQs

»  Why the Secure Browser cannot access websites?

The DNS server is not correctly configured on AG. The Secure Browser and all other built-in
applications always depend on the DNS servers defined on AG.

{ Username: array

PN NETWORKS ! Hostname: liuzy

Mode: (8 Enable () Config

|-- Base System -- v| Interface ” ARP ]|/ Routing w Name Resolution Host ][ DNS]_
Fome NAMESERVER IP ADDRESSES
! 1P Address |

5 G_E”:ratl SEtE_”QS 10.8.4.29
asic Networking

Advanced Networking A _llonll
Clustering
High Availability
Webwall

» What is the difference between Installed Application List and Managed Application
List?

The applications in the Installed Application List are installed in the device system, and cannot be
removed by using MDM commands.

The applications in the Managed Application List are installed through MDM command “Install
Application” from the AG WebUI, and can be removed by using MDM commands.

»  Why the profile for MDM fails to be installed on iOS?
The URL for downloading the profile is wrong.

Resolution: It is recommended to set a Domain Name to the FQDN field instead of an IP address.
If you do not have a Domain Name and the FQDN is set as an IP address, please make sure that
the client uses the same IP address to log in; otherwise, the profile cannot be successfully
downloaded.

» How to generate the MDM certificate?
Case A: The customer does not want to be the MDM vendor.
1. Create a CSR using any toolkit, i.e. openssl:
openssl genrsa -des3 -out key.pem 2048
openssl req -new -key key.pem -out customer.csr
2. Convert “customer.csr” to “der” format:
openssl req -inform pem -outform der -in customer.csr -out customer.der

3. Remove the passphrase from key.pem using this command:
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openssl rsa -in key.pem -out PlainKey.pem
Send the *“customer.der” to the MDM vendor (i.e. ArrayNetworks).
Once the vendor delivers the signed CSR back, log into:

[https://identity.apple.com/pushcert/] (https://identity.apple.com/pushcert/) using a verified
Apple ID, and upload the CSR to the Apple Push Certificates Portal. After that, download the
certificate (for example: CustomerCompanyName.pem).

Merge the certificate and key:
cat CustomerCompanyName.pem PlainKey.pem > MDM.pem

Upload the MDM.pem to AG.

Case B: The customer wants to be the MDM vendor.

1.

2.

5.

The customer should have a valid Enterprise developer account.

Download an “MDM Signing Certificate” and associated trust certificates via the
[i0OS Provisioning Protal]
(https://developer.apple.com/account/ios/certificate/certificateList.action).

Create a CSR (follow steps 1-3 of Case A).

Download a tool “mdm_vendor_sign.py” from:

[github](https://github.com/grinich/mdmvendorsign), and use it to sign the csr.

Follow steps 5-7 of Case A.

Case C: The customer does not want to create the certificate by themselves.

Send their company information (common name, country and so on) to Array Customer
Support. We will deliver a certificate signed by our MDM Signing Certificate.

@ Note: The created certificate has an expiration date. If it is expired, MDM will not work

until a new certificate is uploaded.
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