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Please use the following information to contact us at Array Networks:
> Website:

https://www.arraynetworks.com/

» Telephone:

Phone: (408)240-8700

Toll Free: 1-866-692-7729 (1-866-MY-ARRAY)
Support: 1-877-992-7729 (1-877-99-ARRAY)
Fax: (408)240-8754

Telephone access to Array Networks, Inc. is available Monday through Friday, 9 A.M. to 5 P.M.
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» E-mail:

info@arraynetworks.com
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1371 McCarthy Boulevard
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1 Introduction

Array Networks VAPV is an easy-to-use, flexible, secure, high performance/capacity virtual
application delivery controller. Amazon Web Services (AWS) is a leading cloud-computing
platform that helps enterprises move their business from the physical network infrastructure to the
cloud.

VAPV for AWS is a virtual appliance integrated with the AWS cloud environment, providing
almost all of the same features as physical APV appliances. VAPV offers a comprehensive feature
set including simple-to-use content routing, L3-L7 server load balancing, IPv4/IPv6 dual stack,
application security and SSL offloading (using software SSL) for flexible application delivery
solutions. VAPV for AWS enables simple and rapid provisioning and on-demand access to
computing resources with minimum management effort, and helps achieve up to 99.999%
application availability, 5x application acceleration and multi-layer application security.

Array VAPV is available as an Amazon Machine Image (AMI) in the AWS marketplace and can
be deployed as an Amazon Elastic Cloud Compute (EC2) instance. With this support, AWS
customers can leverage Array VAPV load balancing and other valuable features to better meet
their business needs.

1.1 How Array VAPV Works on AWS

AWS provides different types of Web services, such as Amazon Virtual Private Cloud (VPC) and
EC2.

Amazon VPC provisions a private, isolated section of the Amazon Web. Services (AWS) cloud
where you can launch Amazon AWS resources in a virtual network that you define. With Amazon
VPC, you can define a virtual network topology that closely resembles a traditional network that
you might operate in your own data center.

Amazon EC2 is a Web service that provides resizable compute capacity in the cloud. Amazon
EC2 provides a wide selection of instance types optimized to fit different use cases. Instance types
comprise varying combinations of CPU, memory, storage, and networking capacity and give you
the flexibility to choose the appropriate mix of resources for your applications.

In deployment, Array VAPV and real services are launched as EC2 instances within an Amazon
VPC, as shown in the following figure.

©2016 Array Networks, Inc.
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Figure 1-1 Typical Deployment Scenario of vVAPV for AWS

Usually, an APV appliance needs to use multiple interfaces, for example one interface for
management, one interface for receiving client requests and one interface for connecting real
services.

Within the Amazon VPC, the VAPV instance has a default elastic network interface (ENI) that is
assigned a primary private IP address. Additional ENIs can then be created and attached to the
VAPV instance in the Amazon VPC. Each ENI can have multiple private IP addresses. The total
number of supported ENIs and private IP addresses per instance depends on the instance type
(refer to 1.3 Supported ENIs). For each private IP address, you can associate a public elastic IP
address (EIP) to make the instance reachable from the Internet. You can also configure your
Amazon EC2 instance to be assigned a public IP address at launch from Amazon’s pool of public
IP addresses.

For more information, please refer to http://aws.amazon.com/documentation.

1.2 Supported Instance Types

The VAPV AMI can be launched as an EC2 instance of the types shown in the following table.

Table 1-1 Supported Instance Types

Instance Family Instance Type
m4.large
m4.xlarge
General purpose
m4.2xlarge
m4.4xlarge

When an EC2 instance is launched, the specified instance type determines the hardware of the host
computer used for your instance and offers different compute, memory, and storage capabilities.
For details on compute, memory, and storage capabilities of each instance type, please refer

to http://docs.aws.amazon.com/AWSE C2/latest/UserGuide/instance-types.html.

©2016 Array Networks, Inc.
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1.3 Supported ENIs

Each EC2 instance type supports a different number of ENIs and a different number of private IP
addresses per ENI. The following table lists the number of ENIs and private IP addresses per ENI
supported by the EC2 instance types that the VAPV AMI supports.

Table 1-2 Supported ENIs

Number of Private IP
Instance Type Number of ENIs
Addresses per ENI
m4.large 2 10
m4.xlarge 4 15
m4.2xlarge 4 15
m4.4xlarge 8 30

1.4 Usage Limitations and Guidelines

* Inthe AWS cloud service architecture, the VAPV instance should be deployed in an AWS
VPC to use multiple subnets (interfaces). It is recommended to use three subnets for one
VAPV instance: one for management connection, one for external connection and one for
internal connection. You should configure the route table correctly to make sure that the
management and external subnets are publicly accessible.

* VAPV for AWS supports the following features:

WebWall

- L4SLB (L4 Server Load Balancing)

- L7SLB (L7 Server Load Balancing)

- Caching

- SSL Acceleration (software SSL only)
- tProxy

- SWCompression (Software Compression)
- LLB (Link Load Balancing)

- GSLB (Global Server Load Balancing)
- QoS

- MultiLang (Multi-language)

- DynRoute (Dynamic Route)

- IPv6

-  WAF

©2016 Array Networks, Inc.
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* VAPV for AWS supports both the BYOL (Bring Your Own License) model and the
pre-license model. For the pre-license model, you need to purchase the AWS VAPV image
with the VAPV license loaded beforehand. Users do not need to load the license again. For
the BYOL model, please refer to section 2.7 Loading the VAPV License, to learn how to load
the VAPV license.

©2016 Array Networks, Inc.
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2 Deployment

This section describes the process of deploying the VAPV EC2 instance within the Amazon VPC.

2.1 Creating the Amazon VPC

The deployment of the vAPV on AWS is similar to deployment in a physical network
infrastructure. Before deploying the VAPV, you need to use the Amazon VPC to create a private
isolated network on the AWS.

When creating the Amazon VPC, it is recommended to add at least three /24 subnets, one for the
instance’s management interface (management subnet), one for the instance’s interface to receive
client requests (external subnet) and one for the instance’s interface to communicate with real
services (internal subnet). Please configure routing tables to ensure that the management subnet
and external subnet are accessible from the Internet.

For more information about creating and configuring the VPC, please refer
to http://aws.amazon.com/cn/documentation/vpc/.

2.2 Launching the VAPV EC2 Instance

To launch the vAPV EC2 instance on AWS, please perform the following steps:

1. Loginto AWS (http://aws.amazon.com) with a valid credential and switch to the AWS EC2
management console, as shown in the following figure:

EC2 Dashboard I~ Resources &
Events
Tags You are using the following Amazon EC2 resources in the Asia Pacific (Singapore) region
Reports 0 Running Instances 5 Elastic IPs
Limits 0 Dedicated Hosts 18 Snapshots
= 19 Volumes 0 Load Balancers
Instances 37 KeyPairs 60 Security Groups
Spot Requests 1 Placement Groups

Reserved Instances

Dedicated Hosts x
Build and run distributed, fault-tolerant applications in the cloud with Amazon Simple Workflow Service
Al
Bundle Tasks Create Instance
- To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.
Launch Instance
volumes
Snapshots Mote: Your instances will launch in the Asia Pacific (Singapare) region
: Service Health ¢ Scheduled Events S

Security Groups
Elastic IPs Service Status: Asia Pacific {Singapore):
Placement Groups
Key Pairs

Network Interfaces

& ~sia Pacilic (Singapare) Mo events

This service is operating normally
Availability Zone Status:

& @r-southeast-la:

Load Balancers Avallability Zone is operating normally

& @r-southeast-1h:

Launch Awallability zone is operating normally
Ccaonfigurations

Auto Scaling Groups

Service Health Dashboard

©2016 Array Networks, Inc.
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Figure 2-1 EC2 Management Console

2. Inthe Create Instance area of the EC2 Dashboard page, click the Launch Instance button,
as shown in the preceding figure.

3. Inthe Step 1: Choose an Amazon Machine Image (AMI) page, click the AWS
Marketplace tab, enter “vAPV” in the search box and click the Select button to select the
“Array Networks VAPV - BYOL” image, as shown in the following figure.

1. Choesn AMI

Step 1: Choose an Amazon Machine Image (AMI) Cenisl st Eu

2 5oty lication server, and apalications) required to launch your mstance. vou can select an AMI provided by AW

=
Al s twmny
ursty AMI
* Categories i L el .
All Categories
=
* Opaerating System _.i_'u‘_'la\’.'l__J
¥ Al LinuxiUnix Lt
I FressS0 (5) Lkt S I
* Software Pricing Plans Moe= info
B ATTQY  Aray Networks vAPY - Small -
----- | el APVDBA .Y | Sold by A

Figure 2-2 Select the VAPV AMI

4. Inthe Step 2: Choose an Instance Type page, select one of the instance types supported by
the VAPV AMI, such as “m4.large”, and click the Next: Configure Instance Details button,
as shown in the following figure.

2. Chosae Imstaice Type 3 Confgure brstance 4 Add Biorsge 5. Twglestance 6 Confure Secutity Group

Step 2 Choose an Instance Type

and ng

Filtar by: | All instance typas  ~ Current generation »  ShowlHide Columne

Currently selected:

Hote: The verder = roduct
Famity - Tipe - vepUs (I}~ Memory(cig) - TR stlw.mo e dn e EEHJW"'I:.“ AVIBBIE e twork Pertormanse (| 7

@
8 T
@
@
[~]
] (Gararal purpose rd g 2 a EBS anly Yieg Moderaty

Gerral purpose ma sdarge ] % EBS only es Hgh

pase v Zelarge 8 32 EBS anly Hah

Cancel  Previous w Hexr: Conflgure Instance Deralls
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Figure 2-3 Select the Instance Type

5. Inthe Step 3: Configure Instance Details page, set the Network parameter to an existing
VPC and set the Subnet parameter to the management subnet of the VPC. In the Network
Interface area, click the Add Device button to add another interface to the instance and assign
the internal subnet to this new interface. Then click the Review and Launch button, as
shown in the following figure.

Step 3: Configure Instance Details

Humber of instances (] 1 i
Purchasing option (| [
Network  (§ [voe-Taeiasa 1172 B} (oeaun 5] C createne
Subnet | [#o preterence (cefault suonet in any A-ailabary Zone) 3]
Auto-asaign Public IP (] [Use subret setng =l
Placement group || [Fie pacement groag =
WM role (| [Fione 5 C crem
Shutdewn bahaviar (] ET: =l
Enable termination protection r
Manitorin " r
EBS-optimized instanze (| R
Tanansy (j [Shared - Fun » shared hars, o =l L
L]
ancel  Previous Review and Launch SEUTREEEELEERE

Figure 2-4 Configure Instance Details

6. Click the 6. Configure Security Group tab, add security group rules to allow access via
SSH and WebUI and then click the Review and Launch button, as shown in the following
figure.

Step 6: Configure Security Group

Deseription:

[ar -- 7] [poonm

o000

Concel  Previous Review and Launch

Figure 2-5 Configure Security Group Rules

u Note: To allow administrators to access the VAPV instance via SSH and WebUI from the
Internet, please add security group rules for port 22 of SSH, for port 8888 of the New

©2016 Array Networks, Inc.
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WebUI and for port 8889 of the Legacy WebUI.

7. Review the instance information and click the Launch button, as shown in the following
figure.

Step 7. Review Instance Launch

ance launch detaits. You can go back to edit changes for each section. Cick Launch to assign a key pair to your instance and corrglete the launch process =

* AMI Details Edit aM| =
Array Métworks vAPY - BYOL

~ Instance Type Ealinstance lype
L o

Figure 2—6 Review and Launch the Instance

8. In the prompted dialog box, select Create a new key pair from the drop-down list box,
specify the Key pair name parameter, and click the Download Key Pair button to download
the key file and then click the Launch Instances, as shown in the following figure.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that 205 stares, and a private key file thatyou store.
Together, they allow you to connect to your instance securely. ForWindows AMIs, the
private key file is required to ohtain the password used to log into your instance. Faor Linux
Ahdls, the private key file allows you to securely S5H into your instance.

Mote: The selected key pairwill he added to the set of keys authorized far this instance.
Learn more about rermaving existing key pairs from a public Al

Create a new key pair A

HKey pair name

Download Key Pair

ou have to download the private key file (*.pern file) hefore you can
continue. Store it in a secure and accessible location. You will not be
ahle to download the file again after it's created.

Cancel

Figure 2-7 Create the New Key Pair

The newly created VAPV instance will be launched successfully as shown the following figure.

©2016 Array Networks, Inc.
All Rights Reserved. 8



% Array 2 Deployment

NFTWORKS

Launch Status

" Your instances are now launching
The following instance launches have been initiated: -T8ThadhT  Wiew launch log

Q Get notified of estimated charges
Creste hilling alerls to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, ifyou exceed the free uzage tien.

How to connect to your instances

Yourinstances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start
immediately and continue to accrue until you stop or terminate your instances.

Click View Instances o monitor your instances' statug. Once your instances are in the running state, you can connect to therm from the Instances screen. Find out how to connect to your
instances.

~ Getting started with your software

To get started with vAFY Virual Application Delivery
Caontraller To manade your software subscription

View Usage Instructions Open Your Software on AWS Marketplace

~ Here are some helpful resources to getyou started
* How to connect to your Linux instance « Amazon ECZ: User Guide
« Learn about AWS Free Usage Tier « Amazon ECZ: Discussion Forum

wihile your instances are launching you can also

Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
Creats and attach additional EBS volumes (Additional charges may apply
Manage security groups

Figure 2-8 VAPV Instance Launched Successfully

2.3 Adding the Other Interfaces to the vVAPV Instance

To use more interfaces, you will need to add other interfaces to the VAPV instance after it is
launched.

To add a network interface to the VAPV instance:

1.  Access the AWS EC2 management console, click the Network Interfaces link in the
navigation pane, and then click the Create Network Interface button, as shown in the

following figure.

e o o ace ctions o % e

Q %] 1to6 ol

Mame = Metwork interf = Submet 1D * WPCID *  Zome * Se:  Desciipion - Instance D - Stahes
& i ' ! @ i
@ inuse
@ inuse
@ inuse
@ inusp
ntan @ walable
3t
Select 2 netwark intarface abave _1-1=]

| Metwark Intertaces

Figure 2-9 Create a Network Interface

2. Inthe Create New Interface dialog box, specify the parameters and click the Yes, Create
button, as shown in the following figure.

©2016 Array Networks, Inc.
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Create Network Interface X
Description (i) ‘\nlema\ |
Subnet @ \5ubnet—65ﬁ6212 (10.0.20.0/24) ap-southeast-1a v \
Private IP (i) |2t accin |

Security groups (D ult - default VPC security o

W Virtual Application Delive:

Figure 2-10 Set the Parameters of the Network Interface

3. Select the entry of the newly created network interface and click the Attach button. In the
Attach Network Interface dialog box, specify the Instance ID parameter and click the
Attach button, as shown in the following figure.

Attach Network Interface

Network Interface: eni-1e91c468

Instance ID: | F787ba%b7 (running) v

cancer (N

Figure 2-11 Attach the Network Interface to the Instance

2.4 Adding Secondary Private IP Addresses to the

External Interface

To provide virtual services, secondary private IP addresses need to be added to the external
interface of the VAPV instance.

To add a secondary private IP address to the external interface:

1. Access the AWS EC2 management console, and click the Network Interfaces link in the
navigation pane. Select the entry of the external interface and click the Actions button to
select Manage Private IP Address, as shown in the following figure.

©2016 Array Networks, Inc.
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- Create Network Interface Detach Actions ~
= 4

Ahdls

Bundle Tasks -

Name ~ Network interf ~+ SubnetID ) e

Volumes enl-115e307h subnet 25ef bouthezst 1b
Snapshots - eni-338 10445 subnet-5563 outheast-1a
= eni-43216435 subnet-B5fE ior S
Security Groups enl-46fbas30 subnet- 7363
Elastic IPs

poutheast-1a

Eni-85388313 subnet-22efd
Placement Groups -

outheast-1a

Key Pairs Network Interface: eni-33e1b445
Network Interfaces

Figure 2-12 Manage Private IP Addresses

2. Inthe Manage Private IP Addresses dialog box, click the Assign new IP link to add a new
secondary IP address, and then click the Yes, Update button, as shown in the following
figure.

Manage Private IP Addresses X

You can assign and unassign secondary private IP addresses on each network interface. Leave the
address field blank and an available address will be assigned or enter an IP address that you want to
assign

¥ eth2: eni-33e1b445 - External - 10.0.30.0/24
Private IP Public IP

1003077
10.0.30.78 Unida

Assign new P

Allow reassignment (i

Q Are you sure you wiant to perform the following changes:
» 1 specified private IP addresses willl be assigned to eni-33e1b445

Cancel Yes, Update

Figure 2-13 Add a New IP Address

When configuring server load balancing (SLB) virtual services, you should use the secondary
private IP address as the VIP. To make the secondary private IP address publicly accessible, you
need to add an elastic IP and associate it with the secondary private IP address. The next section
describes this process.

2.5 Adding Elastic IPs to the Network Interfaces

To make the management interface and the external interface of the VAPV instance publicly
accessible, you need to add the elastic IPs and associate them with the private IP addresses of the
network interfaces.

To add the elastic IP to a network interface:

1. Access the AWS EC2 management console, click the Elastic IPs link in the navigation pane,
and then click the Allocate New Address button. In the Allocate New Address dialog box,
click the Yes, Allocate button, as shown in the following figure.

©2016 Array Networks, Inc.
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Allocate New Address X

Are you sure you want to allocate a new IP address?

cancel [REHGICEEE

Figure 2-14 Allocate the New Address

2. Select the entry of the newly created elastic IP, click the Actions button and select the
Associate Address item, as shown in the following figure.

Allocate New Address  JRCVS LRSS
4
Q, Filter iy attnute 7 @ 1K < 1t

Elastic IP = Private IP Address = Scope = Public DNS

B 52760492 Ve

3. Inthe Associate Address screen, specify the parameters Network Interface and Private IP
Address and click the Associate button, as shown in the following figure.

Associate Address x

Salect the instance OR network interface to which you wich to 3ssociate thic IP address (52.78.8.182)
Instance
or
Netwark Interface ere-d0GIId3e

Private IP Address 10010 59" T @

J Reassooianon ]

A Waming

¥ you associate an Elastic IP address with your instance, your current publc IP address is released, Learn mare about public 2
wlirenses

Figure 2-15 Associate the Elastic IP

2.6 Accessing the vAPV Instance

2.6.1 Accessing the VAPV Instance via SSH

You can connect to the VAPV instance via SSH after the status of the newly created VAPV
instance becomes “Running”.

©2016 Array Networks, Inc.
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To access the VAPV instance via SSH, use the public DNS Name or IP address and the SSH port
22 as the SSH access point.

For the Bring Your Own License model, the downloaded private key file will be required for
logging into the VAPV instance. After you successfully log into the VAPV instance, the following
screen will be displayed.

' 34.255. 128,191

Array0s Rel.APV.8.6.0.30 build on Thuo Jul 28 02:11:25 2016
Copyright (ol 2000-2016 Array Metworks Inc. all rights reserwved.

Type "7" for awvailable commands

ItReminder!! Please log on to the webUI to register this system.

R R BB R BB BB R B B AR BB R BR R R R R R W RN RO
W W
u INVALID LICENSE KEY! "
W w
B R g R T Y T R I e P T T P R

Please contact Array Metworks support for a walid License key.
Tel: 1-B77-992-F720 (1-877-9%9-ARRAY) E-Mail: support@arraynetworks.com

ip-10-0-10-44, ap-southeast-1. compute. internals=

Figure 2-16 Access the VAPV Instance via SSH

@ Note: For the Bring Your Own License model, the INVALID LICENSE KEY message is
displayed because you have not yet entered the license information. That process is
described in section 2.7 Loading the VAPV License.

2.6.2 Accessing the vAPV Instance via WebUI

To access the VAPV via WebUI, you will first need to access the VAPV instance via SSH to
perform the following configurations in the Config mode:

*  Change the password of the default account (array) using the “passwd user array
new_password” command.

*  Enable the WebUI using the “webui on” command.
*  (Optional) Configure the WebUI port using the “webui port” command.

After the preceding configurations are completed, you can access the WebUI of the VAPV
instance at https://<EIP>:<WebUI_port> using a Web browser. On the login page, enter “array” as
the username and the previously configured “new_password” as the password to pass the
authentication.

©2016 Array Networks, Inc.
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@& & System Dashboard |
@ System Info ~
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Host Name
o - Bost Time
AN S Current Tim
Lo ot Uy Tims
T ~ 5L Hardware
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Sattwars Bulld infarmatian
o A o

Figure 2-17 Access the vAPV Instance via WebUI

2.7 Loading the VAPV License

If you are using the pre-license model for the VAPV, your license is already loaded and you can
skip this step. If you are using the Bring Your Own License model, to purchase a license from
Array Networks and load the license to the system, please execute the following steps:

1. Access the VAPV instance via SSH.

2. View the software version, model and serial number of the VAPV by executing the “show
version” command.

3. Contact Array Networks Customer Support to obtain a valid license key.

4. Execute the “system license” command in the Config mode, paste the license key and press
“Enter”. The license will be successfully loaded.

Alternatively, you can load the license via WebUI. To load the license, select System > System
Management > System License > License Key.

©2016 Array Networks, Inc.
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