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Contacting Array Networks

Please use the following information to contact us at Array Networks:
> Website:

https://www.arraynetworks.com/

» Telephone:

Phone: (408)240-8700

Toll Free: 1-866-692-7729 (1-866-MY-ARRAY)
Support: 1-877-992-7729 (1-877-99-ARRAY)
Fax: (408)240-8754

Telephone access to Array Networks, Inc. is available Monday through Friday, 9 A.M. to 5 P.M.
PST.

» E-mail:

info@arraynetworks.com

» Address:
1371 McCarthy Boulevard

Milpitas, California 95035, USA
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1 Introduction

Array VAPV is a virtual version of the Array APV Series application delivery controller, which
provides comprehensive layer 3-7 load balancing and traffic management, acceleration and Web
application firewall with DDoS protection.

Microsoft Azure is a cloud computing platform and infrastructure, created by Microsoft, for
building, deploying and managing applications and services through a global network of
Microsoft-managed and Microsoft partner-hosted datacenters. It provides both
platform-as-a-service (PaaS) and Infrastructure-as-a-service (laaS) services and supports many
different programming languages, tools and frameworks, including both Microsoft-specific and
third-party software and systems.

Array now provides support for deploying the VAPV as an instance (virtual machine) on the
Microsoft Azure cloud computing platform. Array VAPV is available as an instance image in the
Azure Marketplace. With this support, Microsoft Azure customers can leverage Array VAPV load
balancing and other valuable features to better meet their business needs in the Azure
cloud-computing environment.

1.1 Supported Instance Types

Microsoft Azure supports multiple virtual machine sizes (instance types), which are different in disk
sizes, processing speed and other capacities. Array VAPV for Azure currently supports the
following instance types:

Table 1-1 Instance Types

Instance Type Purpose
AO~A3 Genera_l purpose compute: Basic tier (without Load
Balancing)
A0~A3 General purpose compute: Standard tier
Optimized compute: 60% faster CPUs, more memory, and
D1~D2
local SSD

@ Note: The VAPV instance for Azure supports a maximum of 32 CPUs and 64 GB memory.

For details of system configurations that each instance type supports, please refer
to http://azure.microsoft.com/en-us/pricing/details/virtual-machines/.

1.2 How Array VAPV Works on Microsoft Azure

In a Microsoft Azure cloud service with the VAPV instance deployed, user traffic will be received
by the Azure cloud service first, and then forwarded to the VAPV instance based on the inbound
security rules. Then the VAPV instance will forward the user traffic to the servers, as shown in the
following figure:

©2016 Array Networks, Inc.
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Figure 1-1 Azure Cloud Service with VAPV Deployed

1.3 Usage Limitations and Guidelines

e Currently, VAPV for Azure has the following limitations:

* Inthe Azure cloud service architecture, the VAPV instance is provided only one interface. The
VAPV instance can have two IP addresses: one public IP address and one private IP address.
These IP addresses can be obtained via DHCP only. On the VAPV instance, all the VIPs,
management IP addresses and IP addresses used for communication with real servers must use
the private IP address obtained via DHCP. Please do not change the private IP address
manually for the VAPV instance; otherwise, it will lead to network interruption.

*  Azure forwards the user traffic destined for the public IP address to the VAPV based on
inbound security rules. Therefore, inbound security rules should be configured for ports of
VAPV's SLB virtual services and management services on Azure.

* VAPV for Azure supports the following features:
- Server Load Balancing (SLB) (Layer 3-7)
- SSL Acceleration (software SSL only)
- HTTP Proxy (content rewrite, compression, cache, etc.)
- Application Security

e VAPV for Azure supports only the BYOL (Bring Your Own License) license mode. Please
refer to the section 2.3 Loading the VAPV License for how to load the VAPV license.

©2016 Array Networks, Inc.
All Rights Reserved. 6
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2 Deployment
This section describes the deployment process of the VAPV instance on Microsoft Azure.
2.1 Deploying the vAPV Instance on Microsoft Azure

To deploy the VAPV instance on Microsoft Azure, please perform the following steps:

1. Log into Microsoft Azure (http://azure.microsoft.com) with a valid account. Click Partners
and then Click Browse the Marketplace, as shown in the following figure.

Welcome to Azure Marketplace

o, and community software applications, developer services, and dala—pre-configured lor Microsoll Asure

Virtual Machines
Windows Server Bﬂ racuda Wety VCC for Service LoadMaster Load CoreOS Linux SAF HANA
012 R2 Provider Balancer ADC (Alpha) Developer Edition

Figure 2-1 Enter the Marketplace

2. Enter “Array VAPV ADC for Azure” in the search box and press “Enter”, as shown in the
following figure.

Welcome to Azure Marketplace
¥ ousands of certified, open source, and comm tware applications, developer services, and data—pre-configured for Microsaft Azure.
and get more done.

wAPY ADC for Azure ”

Array vAPY ADC
for Azure

Figure 2-2 Search for the vAPV image

3. Click Array vVAPV ADC for Azure and then click Create Virtual Machine on the pop-up
page, as shown in the following figure.

©2016 Array Networks, Inc.
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Array vAPV ADC for Azure

by Array Networks

Figure 2-3 Create a Virtual Machine

4. Click Create at the bottom-left corner on the pop-up page. Specify the parameters Name, User
Name, Password, Confirm password and Resource group, select the Authentication type
to be used and related parameters, and click OK, as shown in the following figure.

Create virtual ma...

* Name

Basics > .
1 Configure basic settings | myvap| l

* User name

aZUreuser

* Authentication type

55H public key
3 * Password

L T T

* Confirm password

4 FEEEREERIEES

Subscription

Pay-As-You-Go v

5 * Resource group @

" Createnew & Use existing

Default v
Location
Wast LIS hd

©2016 Array Networks, Inc.
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Figure 2-4 Configure Basic Setting of the vAPV Instance

5.  Select the desired virtual machine size, and click Select, as shown in the following figure.

‘I Basics
Dene

2 Size
Cheese virtual machine size

3 Canfigure optional features

4 Azure vAPY - BYOL

¥ Recommended | View all
S Coxe Pl Goves A Coes
1.75 Ge 35 Ge 7 GB
= 2x300 = 300 = 8x300
M 10Ps M 10PS Max 10PS
34.97 69.94 139.87

Figure 2-5 Choose the Size for the VAPV Instance

6. Specify the Disk type parameter and other related parameters, and set Diagnostics to Disabled.
Click OK, as shown in the following figure.

©2016 Array Networks, Inc.
All Rights Reserved.
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1 Basics v Storage
Ccne Dizk type @
Fremiurm (550}
Size
v * Storade accol
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3 Setfings N Network

Configure cpticnal features * Virtual network @

{new) Default

* Subnet @
4 Azure vAPY - BYOL >

cletault (10,0

* Public IP addres= @
>
5 (new) myvapv

* Metwerk zecurity group @

>
{new) myvapy
Extensions
Extensicns @
>

Mo extensions

Monitoring
Dizgnostics @

Disabled [ 7z

wvailability

T

Figure 2-6 Configure Optional Features for the VAPV Instance

7. Check the summary of the VAPV instance that you just created. If the settings are as you wish,
click OK then, as show in the following figure.

©2016 Array Networks, Inc.
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1 Deone

2 Size
Done

3 Settings
Done

Basics

Subscription
Resource group
Location

Settings

Computer name

User name
Size
Disk type

Storage account
Virtual network:

Subnet

Public IP address
Metwerk s
Availabilit

Diagnostics

urity greup

Default

tUS

Baszic A1

Standard

(new) defaull
(new) Default

(new) default {

(new) myvapy
(new) myvapy
Mene
Disakled

Figure 2-7 Check Summary of the vAPV Instance

8. Click Purchase to purchase the VAPV instance.

1 Basics
Done

2 Size
Dene

3 Settings
Dene

©2016 Array Networks, Inc.
All Rights Reserved.
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Figure 2-8 Purchase the VAPV Instance

The newly created VAPV instance will be displayed, as shown in the following figure.

Virtual machines

Subscriptions: Pay-As-Vou-Go - Den't see a subscription? Switch directories

NAME STATUS RESOURCE GROUP LOCATION SUBSCRIPTION

A myvapy Running Default West US Pay-As-You-Go

Figure 2-9 VAPV Instance Deployed Successfully

2.2 Accessing the vAPV Instance

2.2.1 Accessing the vAPV Instance via SSH

You can connect to the VAPV instance via SSH after the status of the newly created VAPV instance
becomes “Running”.

To access the VAPV instance via SSH, use its DNS name or the public IP address and SSH port 22
as the SSH access point.

' 34.255. 128,191

Array0s Rel.APV.8.6.0.30 build on Thuo Jul 28 02:11:25 2016
Copyright (ol 2000-2016 Array Metworks Inc. all rights reserwved.

Type "7" for available commands

VReminder!! Please log on to the webUIl to register this system.

R B BB BB BB BN B R BB R R R RH R W BN RO
W W
“ INVALID LICENSE KEY! "
¥ w
R R BB R BB BB R B B AR BB R BR R R R R R W RN RO

Please contact Array Metworks support for a walid License Key.
Tel: 1-BF7F-9%92-F72% (1-877-9%-ARRAY) E-Mail: support@arraynetworks.com

ip-10-0-10-44. ap-southeast-1. compute. internal>

Figure 2-10 Access the VAPV Instance via SSH

2.2.2 Accessing the vAPV Instance via WebUI

To access the VAPV via WebUI, you first need to access the VAPV instance via SSH to make the
following configurations:

*  Enable the WebUI using the “webui on” command.

e  (Optional) Configure the WebUI port using the “webui port” command.

After the preceding configurations are completed, you need to configure inbound and outbound
security rules for the VAPV instance to make the WebUI service publicly accessible. For details,
please refer to the section 2.4 Adding Inbound/Outbound Security Rules.

©2016 Array Networks, Inc.
All Rights Reserved. 12
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2.3 Loading the VAPV License

In order to load the license you need to purchase a VAPV license directly from Array Networks.
Then perform the following steps to load the VAPV license:

1. Access the VAPV instance via SSH.

2. View the software version, model and serial number of the vAPV by executing the “show
version” command.

3. Contact Array Networks Customer Support to obtain a valid license key.

4. Execute the “system license” command in the Config mode, paste the license key and press
“Enter”. Then the license will be successfully loaded.

2.4 Adding Inbound/Outbound Security Rules

After the VAPV instance is successfully deployed and starts up, an inbound security rule is
automatically added for the SSH management service of the VAPV instance and the outbound SSH
traffic is permitted by default. Therefore, you can access the VAPV instance via SSH using the
public IP address directly. However, other services, such as the WebUI management service and
SLB virtual services, are still not publicly accessible. To make these services publicly accessible,
you need to configure inbound security rules and outbound security rules.

@ Note: The SSH management service is enabled by default. To disable the SSH management

service, please delete the inbound security rule configured for the SSH management service

by clicking the - button of the created VAPV instance in the Inbound security rules page.

For how to access the Inbound security rules page, please refer to 2.4.2 Adding Inbound
Security Rules.

2.4.1 Adding Outbound Security Rules

Generally, the outbound traffic of the vAPV instance should be permitted. Therefore, you can
simply configure an outbound security rule with a low priority to permit all outbound traffic. Also,
you can configure an outbound security rule with a higher priority to deny the outbound traffic to a
specified destination. The security rule with a higher priority will take precedence over the one with
a lower priority. The smaller the value, the higher the priority.

To configure an outbound security rule to permit all outbound traffic, perform the following steps:

1. Click PORTAL. Select Browse > Network security groups. Select the newly created VAPV
and click All Settings, as shown in the following figure.

©2016 Array Networks, Inc.
All Rights Reserved. 13
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Fesource group
Default

Lacation

Viest LIS

Subscription name

Pay-4s-You-Go

Subscription 1I&

2860c047a-3cBa-44eh-a85c-c7

1 ]
LAY SR
Security rules
Lssociated with
122775TE24
All zettings =

Figure 2-11 vVAPV Summary

2. Click Outbound security rules and click the Add button, as shown in the following figure.

Outbound security rules

M

=+ Add

PRIORITY NAME

4% Default rules

SOURCE DESTINATION SERVICE ACTION

Figure 2-12 Add an Outbound Security Rule

3. Specify the required parameters according to the following figure and click OK.

©2016 Array Networks, Inc.
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Add outbound se...
e

* Name

Outbound v

* Pricrity @

100

* Destination @

CIDRblock| Tag

* Destination port range @

L v
* Source @
CIDRblock| Tag
* Protocol
any  [RECIN  UDP

* Spurce port range @

* Action

Figure 2-13 Set Parameters for the Outbound Security Rule

Then the newly added outbound security rules will be displayed in the Outbound security rules
page, as shown in the following figure.

Outbound security rules

PRIORITY MNAME SOURCE DESTINATION SERVICE ACTION

100 Outbound Any Any Custom (TCP/Any) Allo

©2016 Array Networks, Inc.
All Rights Reserved. 15
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Figure 2-14 Outbound Security Rules

2.4.2 Adding Inbound Security Rules
To add an inbound security rule of a service provided by the VAPV instance, perform the following
steps (using the New WebUI as an example):

1. Click PORTAL. Select Browse > Network security groups. Select the newly created VAPV
and click All Settings, as shown in the following figure.

£F settings @ Delete

- - Ao Wy
Essentials A BR 0
Resource group Security rules

Default £7 1inbound, 1 outbound

Lacation Lssociated with

West US 0 subnets, T network interfaces

Subscription name

Pay-As-You-Go &2

Subscription 1D

2800cd47a-5c8a-44eb-a850-c7 1 227T5TE24

All settings =@

Figure 2-15 vAPV Summary

2. Click Inbound security rules and click the Add button, as shown in the following figure.

PRIORITY NAME SOURCE DESTINATION SERVICE ACTION

o 55H Any Any S5H(TCR/A2Z) Allcw

Figure 2-16 Add an Inbound Security Rule

3. Specify the required parameters and click OK, as shown in the following figure.

©2016 Array Networks, Inc.
All Rights Reserved. 16
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CIDR block | Tag

* Destinaticn port range @

| za28 v

* Acticn
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Figure 2-17 Set Parameters for the Inbound Security Rule

Then the newly added WebUI Ports will be displayed in the Inbound security rules page, as shown
in the following figure. Now you can connect to the VAPV instance via WebUI using the public IP
address and port.

Inbound security rules

v

& Add & Default rules

PRIORITY NAME SOURCE DESTINATION SERVICE ACTION
100 S5H Any Any S5H (TCP/22) Allo
1300 WebUI Any Any Custom (TCP/8888) Allo

Figure 2-18 Inbound Security Rules
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