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Document Feedback

Array Networks values your opinion and strives to ensure that the documentation you receive is
clear, concise, and provides the appropriate information required for you to use each Array Net-
works application efficiently.

If you would like to provide feedback on this document, you can submit your questions or sug-

gestions to the and they will be forwarded to the appropriate devel-
opment teams for review and consideration in a future release.

In addition to the provided documentation, many additional resources are available to help you
understand and work with your Array Networks applications. For more information on these
resources, see the Array Networks
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Vulnerability

Vulnerability

Array AG/vxAG Ul Access Manager allows access to the WebUI through the remote portal.
Attackers might exploit this access to configure the AG/vxAG with a prerequisite of having
an admin account.

Severity: Medium

Affected Versions

Product Affected Versions Affected Components
AG ArrayOS AG 9.4.0.505 and all System
earlier versions
vxAG

Workarounds

The following options could be used as a workaround.

* Allow only trusted source IP addresses to connect to the WebUI by setting up the
“Source IP Address Login Authorization” feature.

* Use strong passwords for admin users.
° Disable the WebUIl when not in use.

* Change the default WebUI port from 8888 to another nonstandard port.

See the following application guide for comprehensive setup instruction.

Solutions

For AG/vxAG products, a component patch with the fix is available for download.
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