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Array Networks Security Advisory: 
Apache patches Struts 2 RCE vulnerability (CVE-2021-31805) 

 
Advisory Date: April 15, 2022 

Severity: High 

Overview 

The Apache Struts2 vulnerability is caused by incomplete fix for CVE-2020-
17530 (S2-061), resulting in incorrect input validation. If the developer uses the %{...} 
syntax to force OGNL parsing, there are still some special TAG attributes that can 
perform secondary parsing. Using forced OGNL parsing on untrusted user input can lead 
to remote code execution. 

Impact 

 Array’s AVX, APV, ASF, AG, WAN Series and AMP are not affected by this 
vulnerability. 


