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Array Networks Security Advisory for CVE-2016-2776 
 

Advisory Date: January 16, 2017 
 

Overview 
In the ISC BIND 'buffer.c' Remote Denial of Service Vulnerability, ISC BIND 9 before 
9.9.9-P3, 9.10.x before 9.10.4-P3, and 9.11.x before 9.11.0rc3 does not properly 
construct responses, which allows remote attackers to cause a denial of service (assertion 
failure and daemon exit) via a crafted query. 

Reference: CVE-2016-2776 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-
2776 
 

Impact 
AG, TMX, SPX and AVX products of Array Networks are not affected by this 
vulnerability. Only certain software versions on APV products are affected. Please see 
the “Status” section for more details. 
 

Workaround 
None. 
 

Status 

Product Affected Versions Affected Features/Module 
APV ArrayOS APV 8.6.0.43 and earlier 

ArrayOS APV 8.6.1.15 and earlier 
GSLB 

 

Solution 
For APV products, new ArrayOS versions have been released to address this 
vulnerability. 

 ArrayOS APV 8.6.0.49 release 

 ArrayOS APV 8.6.1.21 release 
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